VAR Utility Resources 2.1.x - Installation Instructions

Assumptions
Summary
Service and Data Source Dependencies
Create WebLogic Server
Property Overrides
® Authorization MDWS Keys Configuration
® Authorization Services and OAuth Configuration
VAR OAuth Configuration
®* MongoDB Configuration
® Default Messages Configuration
Proxy Configuration
Import Clinical Services Collection (if it has not been done)
® Submitted Request Limit (Enterprise Level)
Register Sites Supporting VAR (if it has not been done)
Enable Primary Care direct scheduling
CDW Check List
Deployment
Validation
Rollback procedures (2.1.2 to 2.1.1)

Assumptions

® Operations personnel is familiar with JEE applications and knows how to deploy applications into a WebLogic environment.
® Operations personnel knows how to take backups and revert deployments if there are failures.
® Operations personnel knows how to procure environment-specific property values.

Summary
This document outlines the instructions for installing the VarUtilityServices.

Service Name VAR Utility Services

Enclave Staff Only

WebLogic Target VARUtilityResources - PS Cluster
Web Logic 10.3.6

Java Runtime JRE 1.7

Service and Data Source Dependencies

VarUtilityServices has dependencies on the following resources:

Dependency Type Dependency Type Description

Authorization Services v4.4.x Service Runtime Verify this service is deployed on the
cluster.

MongoDB Data Source (MongoDB Database) Runtime Verify this data source exists and is

accessible. Otherwise create it.

OIA_MobileHealth Data Source (CDW) Runtime Verify this data source exists and is
accessible via JNDI lookup under
the name "OIA_MobileHealth";
otherwise, create it.

Create WeblLogic Server



Create an appropriate weblogic server. Current naming convention is as follows:
<hostname><ApplicationName> e.g. swin10j7di01VARULtilityServices

This is being done to remove confusion on which server the application is deployed on.

Property Overrides

VarUtilityServices uses Spring property manager to configure property files specified in the classpath.

1. Verify that/ opt / appl i cati ons/{Cl uster Nanme} (e.g. O usterName=VARUti | ityResources) folder exists and is specified
in the class path using Web Logic Node Server startup configuration. Otherwise, create the folder and add it to the classpath.

2. Verify that / opt / appl i cati ons/{C usterNane}/VarUtilityServices/v2pln2/ properti es folder exists, otherwise create it.

3. Create a/opt/applications/{C usterNane}/VarUtilityServices/v2/ pl/n2/properties folder for nongo.
properties only

Create the following property files under / opt / appl i cati ons/ {C ust er Nane}/Var Uti | i tyServi ces/v2pln2/ properti es.

Add mongo.properties under / opt / appl i cati ons/ { Gl ust er Narme} /Var Uti | i tyServi ces/ v2/ pl/ n2/ properties.

Authorization MDWS Keys Configuration

mdws-keys.properties
mdws. keys. aut hori zed=SD SUPERVI SOR

oauth.properties

oaut h. val i dat eTokenUri =htt ps://<envi ronment - addr ess>/ Aut hori zati onSer vi ces
/ rest/validat eToken

VAR OAuth Configuration

Obtain values of VAR Utility <Client ID> and <Secret> registered with Authorization Services.
Clientld and Secret needs to be added to the oauth-clients.xml in Auth Services configuration.

TBD: May need CCB ticket??

var-prod-oauth.properties

oaut hDetails.clientld=varUility

oaut hDetai |l s. cli ent Secret=<VAR Uility secret>

oaut hDetail s.redi rect Uri =htt ps://<environnent - address>/va-tool -set-2.0.0
oaut hDet ai | s. t okenUr | =ht t ps:// <envi r onnment - addr ess>/ Aut hori zat i onSer vi ces
/ oaut h/ t oken

oaut hDet ai | s. scope=r ead

MongoDB Configuration



mongo.properties

/1 Comma separated ip and port to support replica sets
nongo. host =<MbngoDB i p address with port #>

nongo. user=<var-utility service-specific account> (See PMVDS ticket for
this service)

nongo. secr et key=<passwor d>

nongo. dat abase. name=var-utility

nongo. ssl =t rue

nongo. useAut henti cati on=true

Default Messages Configuration

defaultmessages.properties

def aul t . messages.

i d=appoi nt ment NoPr ef er r edDat ePopup| t ypeO Car eDr opdown| noC i ni cRadi oBut t ons
def aul t. messages. t ext =Schedul i ng C erks may be able to find additional
dates and tinmes for you. To request assistance, change the scheduling

met hod you sel ected to "Request help scheduling" and subnmit the request
details. Aclerk will contact you to provide assistance.|If you don't see
a Type of Care that mmtches your needs, contact your facility for
assistance.|If you don't see the clinic that matches your needs, contact
your facility for assistance.

Proxy Configuration

Use the configurations below to setup Apache proxy. Restart the proxy after making changes to the /etc/httpd/conf.d/va-tool-set.ssl configuration
file (e.g., sudo service httpd restart).

Verify that the following Include statement present in /etc/httpd2/conf.d/ssl.conf file, if not add the entry. If the statement exists no need to add
/modify the statement.

Please add the following proxy configuration to the apache service to forward traffic to the deployment on WebLogic.

Apache Proxy Configuration (/etc/httpd/proxy-sites/va-tool-set.ssl)

<Location /VarUtilityServices/v2>
Set Handl er webl ogi c- handl er
WebLogi cC ust er <environnent-ip-address: port>
WLPr oxySSL ON

</ Locati on>

Import Clinical Services Collection (if it has not been done)

Use the instructions provided by the following link to import the Clinical Services Collection.


https://wiki.mobilehealth.va.gov/display/VARUT/Import+Clinical+Services+Collection

Submitted Request Limit (Enterprise Level)

Set that the value for "submi t t edRequest Li m t " in the above Clinical Services collection for each type of care to represent the Enterprise-
level value. Facility-level values are set using the VA Tool Set application for each Facility. The Facility value is always less than or equal, and
cannot exceed the Enterprise value.

Register Sites Supporting VAR (if it has not been done)

Use mongoimport utility to import the list of facilities (sites) supporting the VAR application. Import data into the siteSupportingVAR collection
in the var-utility database. A sample file illustrating the json file data structure is provided below. Refer to MongoDB documentation for syntax

of the command to import a json file into the designated collection in the designated database specified. A sample partial command is provided

below. Please issue the complete command for the environment being installed.

nongoi nport --ssl --db var-utility --collection siteSupportingVAR --drop --jsonArray --file <sites
supporting VAR json file> -u <usernane> -p <password> --aut henticati onDat abase <aut hentication database>

Sample Supported Sites

JSON for PROD: fi el d-testing-sites-supporting-var.json

JSON for other environments (dev-int): si t es- supporti ng-var-442. j son
JSON for other environments (SQA): sqa- si t es- supporting-var.json

JSON for Demo: sit es-supporting-var-denp.json

JSON file code below includes correct sites needed for installation into PROD.

sites-supporting-VAR.json

"_id": "405",
"name”: "WH TE RI VER JUNCTI ON'

" _i dll : " 523" ,
nanme": " BOSTON'

"_id': "541",
name": " CLEVELAND'

"_id": "608",
"name": " MANCHESTER"

"_id": "689",
"name": " CONNECTI CUT"


https://wiki.mobilehealth.va.gov/download/attachments/54497834/field-testing-sites-supporting-var.json?version=1&modificationDate=1469200575000&api=v2
https://wiki.mobilehealth.va.gov/download/attachments/54497834/sites-supporting-var-442.json?version=1&modificationDate=1469200575000&api=v2
https://wiki.mobilehealth.va.gov/download/attachments/54497834/sqa-sites-supporting-var.json?version=1&modificationDate=1472657897000&api=v2
https://wiki.mobilehealth.va.gov/download/attachments/69739569/sites-supporting-var-demo.json?version=1&modificationDate=1518626306000&api=v2

Enable Primary Care direct scheduling

Use mongo shell to enable direct scheduling of Primary Care appointments. In VAR version 4.2.4 and VAR Utility version 2.1.1, Primary Care
direct scheduling is no longer enabled by default, but requires explicit configuration for sites which support it. The script below will ensure that
Primary Care direct scheduling remains enabled for those facilities which do not already have this setting applied. Refer to MongoDB
documentation for syntax of the command to execute a script against the the var-utility database specified. A sample partial command is
provided below. Please issue the complete command for the environment being installed.

mongo --ssl -u <usernane> -p <password>--authenti cati onDat abase <aut hentication database> var-utility set-
primary-care-support.js

Download the the script: set-primary-care-support.js

CDW Check List

Ensure that the CDW instance connected to this installation has the correct version of the following stored procedures and functions:

1. O A_Mbbil eHeal th. App. ap_Get Chi |l dFacilities_v1

Deployment

VarUtilityServices is a standard VAMF web service that has been developed and tested on WebLogic. After verifying the dependencies and
property configuration, install the Deployable Artifact from the VDD page on the WebLogic cluster/server.

Deployment of WAR file can be performed either manually through the WebLogic Admin Console or through the following sample script:

# Pl ease make sure the paths are correct and the paraneters are repl aced
with correct values before executing the script on comand |ine

source /opt/oracl e/ m ddl eware/ W server 10. 3/ server/ bi n/ set W.SEnv. sh

j ava webl ogi c. Depl oyer -admi nurl t3://{adm nserverip}:{adm nserverport} -
user {userid} -password {password} -undeploy -nane "VarUtilityServices-
2.0.0"

j ava webl ogi c. Depl oyer -adminurl t3://{adni nserverip}:{admni nserverport} -
user {userid} -password {password} -deploy -upload -targets

VARUti lityServices -name "VarUtilityServices-2.0.0" -source
"VarUilityServices-{version with build nunber}.war”

Validation

Ensure that the WebLogic deployment state is Active and that ht t ps: // <envi ronment - address>/ Var Ut i | 1 t yServi ces/ v2/ returns "We
Icome to VarUtilityServices" with the correct manifest.

Rollback procedures (2.1.2 to 2.1.1)

Steps to rollback the installation:

1. Undeploy VarUtilityServices from the Web Logic Cluster using Web Logic Admin console.
2. Remove / opt/ applications/{Cd usterNane}/VarUilityServices/v2nmip2 fol der
3. Install Var Utility Resources (v2.1.1) using these instructions


https://wiki.mobilehealth.va.gov/download/attachments/69739569/set-primary-care-support.js?version=1&modificationDate=1518740802000&api=v2
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