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Assumptions

® Operations personnel is familiar with JEE applications and knows how to deploy applications into a WebLogic environment.
® Operations personnel knows how to take backups and revert deployments if there are failures.

® Operations personnel knows how to procure environment-specific property values.

Summary

This document outlines the instructions for installing the SchedulingManagerService.

Service Name

Enclave

Scheduling Manager Service

Staff Only

WebLogic Target SchedulingManagerServices

Java Runtime

JRE 1.7

Service and Data Source Dependencies

SchedulingManagerService depends on a number of data sources and services described below:

Dependency Type Dependency Type
VARDB Data Source (Oracle Database) Deployment and Runtime
AUTHDB Data Source (Oracle Database) Runtime
Authorization Services v4.3.x Service Runtime

Description

Verify this data source and JNDI
exists. Otherwise, create it.

Verify this data source and JNDI
exists. Otherwise, create it.

Verify this service is deployed on the
cluster.



MDWS v3.2.8 Service Runtime Verify this service is deployed and
available/accessible for Scheduling
Manager Resources. See
configuration section for property
configuration

MVI Service Runtime Verify this service is deployed and
available/accessible for Scheduling
Manager Resources. See
configuration section for property

configuration

Staff Video Connect Service Service Runtime Provide ability to schedule patient
Video Visit appointments.

v1.0.0

Video Visit Service Service Runtime Provide patient Video Visit
appointments created by vmrlink

v1.0.2 restful service.

MongoDB Data Source (MongoDB Database) Runtime Verify this data source exists and is
accessible. Otherwise create it.

SSOE Proxy Service Runtime If using a mock login provider for
testing, verify version 1.0.0 is
installed in the WebLogic staff cluster

User Context Service Runtime Verify this service is deployed and
available/accessible for Scheduling
Manager Resources. See
configuration section for property
configuration

Health Adapter 3.4.1 Service Runtime Verify this service is deployed and

available/accessible for Scheduling
Manager Resources. See
configuration section for property
configuration

Property Overrides

SchedulingManagerService uses Spring Cocoon configurator and Spring property manager to configure property files specified in the classpath.
1. Verify that /opt/applications/ haconf i g folder exists and is specified in the class path using Web Logic Node Server startup
configuration. Otherwise, create the folder and add it to the classpath.
2. Verify that / opt / appl i cati ons/ haconfi g/ Schedul i ngManager Ser vi ce/ v2n2px/ properti es (update x to current
version i.e v2n2p2) folder exists, otherwise create it.
Configure dependencies as described below: Each section should be added in the specific property file to facilitate property management.

These files should be created under / opt / appl i cat i ons/ haconf i g/Schedul i ngManager Ser vi ce/ v2n2px/ properties (update x
to current version i.e v2np2)

Disabling Features

SchedulingManagerService has the ability to disable features based on feature set. This release includes Community Care features that are
disabled by default. This is controlled by a properties file:

scheduling-manager-disabled-feeatures.properties and the property disabledFeatures.disabledFeatures. The default setting is below:

scheduling-manager-disabled-features.properties

#di sabl ed features for scheduling manager
di sabl edFeat ur es. di sabl edFeat ur es=CC_FEATURE_SET



To enable Community Care features, remove the CC_FEATURE_SET property in the disabledFeatures in haconfig and restart Scheduling
Manager Resources in Weblogic.

scheduling-manager-disabled-features.properties i
: #enabl es Community Care features for Scheduling Manager
di sabl edFeat ur es. di sabl edFeat ur es=

VARDB Data Source Configuration
vardb.properties i
. vardb_j ndi nanme=VARDB
:dat aSour ce. ref =j ndi Dat aSour ce
var db_di al ect =or g. hi ber nat e. di al ect. Oracl e10gDi al ect

AUTHDB Data Source Configuration
authdb.properties i
¢ aut hdb_j ndi name=AUTHDB
aut hdb_di al ect =or g. hi ber nat e. di al ect. Oracl e10gDi al ect

MDWS Configuration
mdws.properties i
i schedul i ng. endBasePoi nt Ur | =<MDWS end base poi nt URL>
schedul i ng. endPoi nt Ur | =Schedul i ngSvc. asnx

Authorization Services and OAuth Configuration

oauth.properties

oaut h. val i dat eTokenUri =htt ps:// <envi ronment - addr ess>/ Aut hori zati onSer vi ces
/rest/validateToken

MVI Configuration

MVI uses 2-way SSL. Please make sure to exchange the certificates between MVI and Server hosted with the SchedulingManagerService. The
SSL configuration is only needed in Pre-Prod and Production as of Jun 2017.

mvi.properties




nvi . endPoi nt Ur | =<nvi web service URL>

nmvi . readTi meout =600000

nmvi . connect i onTi meout =50000

nvi . sender | d=200CI H

nvi . keyst or ePat h=<key store path>

nmvi . keyst or ePasswor d=<key store password>

nvi . keyPasswor d=<private key password>

mvi . trust st orePat h=<trust store path>

nmvi . trust st orePasswor d=<trust store password>

E metrics.properties i
E # Beanstal k configuration used by Metrics Services
i beanstal k. host =<beanstal k i p address>
i beanstal k. port =<beanst al k port>
; # Metrics queue configuration used by Metrics Services
:netrics. beanstal k. enabl ed=true
f met ri cs. queue. nane=netri csServi ceQueue
Email Notification Configuration
email-notification.properties i
: email.notifications.fromAddress=no-repl y@ha. gov
f emai | . notifications.replyToAddress=no-repl y@ha. gov
Scheduling Manager OAuth Configuration
The client Id and Secret should be registered with Authorization Services. Registration should follow Authorization Services specific
instructions.

scheduling-manager-prod-oauth.properties

oaut hDet ai | s. cl i ent | d=schedul i ngManager

oaut hDet ai |l s. cl i ent Secr et =SCHEDUL| NGVANAGER

oaut hDet ai | s. redi rect Uri =<envi ronnent address>/ schedul i ng- manager

oaut hDet ai | s. t okenUr | =<envi ronnent address>/ Aut hori zati onServi ces/ oaut h
/ t oken

oaut hDet ai | s. scope=r ead



mongo.properties

#1 P addresses are interchangeable with fully qualified donai n nanes.
nongo. host =<Coma separ at ed MongoNodel P/ host nane: port> //Exanpl e: For
replica sets, nongo. host should be set as nongol: port 1, nongo2: port 2, nongo3:
port3

nmongo. user =<schedul i ng- servi ce-speci fic account> (see PMDS ticket for this
service)

nongo. secr et key=<passwor d>

nongo. dat abase. nane=var-utility

nmongo. ssl =t rue

nongo. useAut hent i cati on=true

facility.nongo. host =<Coma separ at ed MongoNodel P/ host nane: port >

/| Exanpl e: For replica sets, nongo.host should be set as nobngol: portl1,
nongo2: port 2, nongo3: port 3

facility.nmongo. user=<facility-service-specific account> (see PMDS ticket
for this service)

facility.nmongo. secret key=<passwor d>
facility.nmongo. dat abase. nane=facility

facility. nongo. ssl =true

facility.nongo. useAut henti cati on=true

Import Community Care Types of Care (if it has not been done)

Use mongoimport utility to import the list of Types of Care into the MongDB instance configured above. Import data into the communityCareTy
peOfCares collection in the var-utility database. Refer to MongoDB documentation for syntax of the command to import a json file into the
designated collection in the designated database. A sample partial command is provided below. Please issue the complete command for the
environment being installed.

nongoi nport --ssl --db var-utility --collection conmunityCareTypeOf Cares --drop --jsonArray --file <comuni
ty-care-type-of-cares.json> -u <usernane> -p <password> --authenticationDatabase <aut hentication database>

community-care-types-of-cares.json

{
"_id" : "CCAUDHEAR',
"nanme" : "Audiol ogy (hearing aid support)"”,
"details" : "This is an office visit for Veterans who

al ready have a hearing aid and who need assistance with the device. This
visit is for trouble shooting or adjusting your hearing aid for best
performance. This may include technical adjustnents, cleaning, and/or
reprogramm ng for new |listening situations and environments. This is not a
visit to initially be evaluated for or to obtain a hearing aid.",
“confirmation" : "This request is for hearing aid support

only. If you have other needs, please contact your Primary Care Provider
to discuss the issue. If you are distance eligible and do not have a
Primary Care Provider, you can use this app to request help in getting one
assi gned. "

H

{



"_id" @ "CCAUDRTNE",

"name" : "Audiol ogy (routine hearing exam"

"details" : "This includes an office visit for a hearing
exam and eval uati on using non-invasive tests to check your hearing and
i nner ear health. The exammay | ead to prevention and treatnent
reconmendati ons, a request for further consultation, and/or a
recomendation for hearing aids. A routine examis not for any new or
sudden changes with your hearing or ears."

“confirmation" : "This request is for routine hearing exam
only. If you have other needs, please contact your Primary Care Provider
to discuss the issue. If you are distance eligible and do not have a
Primary Care Provider, you can use this app to request help in getting one

assi gned. "
H
{
" id" o "CCcoPT"
"name" : "Optonetry (routine eye exam"
"details" : "This includes an office visit for an eye exam

and vision evaluation, which may include dilating your eyes. The exam nay
lead to prevention and treatnent recomendations, a request for further
consul tation, and/or a prescription for eye glasses or contact |enses. A
routine examis not for any new or sudden changes with your vision or
eyes. ",

"confirmation" : "This app currently only supports routine
eye exans. |f you have other needs, please contact your Primary Care
Provider to discuss the issue. If you are distance eligible and do not
have a Primary Care Provider, you can use this app to request help in
getting one assigned."

b
{

"_id":"CCPOD",

"nanme":"Podiatry (routine exam"

"details":"This includes an office visit for an exam of
the foot, ankle and related structures of the leg. The exammay lead to
di agnosi s and treatnment to include conmon conditions |ike callous,
buni ons, and other conditions requiring in office treatment, orthotics,
and possibly the need for surgery. If you are experiencing any acute
conditions or sudden onset of pain, break in the skin with possible
i nfection, please contact your |ocal VAMC. ",

“confirmation":"TBD'

Create Community Care Appointment Request (if it has not been done)

Run the following SQL script on VARDB schema.

VAR-9277.sql



CREATE TABLE "VARDB"." CC_APPO NTMENT_REQUEST"

(
" CC_APPO NTMENT_REQUEST | D' VARCHAR2(32 BYTE) NOT NULL ENABLE,

" APPO NTMENT_REQUEST_I D' VARCHAR2(32 BYTE) NOT NULL ENABLE,
"TRAVEL_BURDEN' NUMBER NOT NULL ENABLE,

" UNUSUAL_TRAVEL _BURDEN"' NUMBER,

" DI STANCE_W LLI NG_TO TRAVEL" NUMBER NOT NULL ENABLE,

" ADDRESS" VARCHAR2(100 BYTE),

"CI TY" VARCHAR2(50 BYTE),

" STATE" VARCHAR2(2 BYTE),

"ZI PCODE" VARCHAR2(5 BYTE),

" PREFERRED_ZI PCODE" VARCHAR2(5 BYTE) NOT NULL ENABLE

)i

Update Community Care Appointment Request in Oracle DB (if it has
not been done)

Run the following SQL script on VARDB schema.

If you are using a version of Scheduling Manager greater than 2.2.1 this has to be done

vardb_added_col_known_eligibility.sql

ALTER TABLE CC_APPO NTMENT REQUEST
MODI FY (

TRAVEL_BURDEN NULL
)
ALTER TABLE CC_APPO NTMENT REQUEST
ADD (

DI STANCE_ELI Gl BLE NUMBER
)
UPDATE CC_APPOI NTMENT REQUEST
SET DI STANCE_ELI G BLE = 0;
ALTER TABLE CC_APPO NTMENT REQUEST
MODI FY (

DI STANCE_ELI Gl BLE NOT NULL

)

Update Appointment Request in Oracle DB (if it has not been done)

Run the following SQL script on VARDB schema.

SCV-2857.sql

ALTER TABLE VARDB. APPOl NTMENT REQUEST
ADD (



LOCATI ON_| D VARCHAR2( 100) ,
AUTHORI TATI VE_NAME VARCHAR2( 255),
FRI ENDLY_NAME VARCHAR2( 255)
)
COW T;

Insert new Detail Codes in Oracle DB (if it has not been done)

If you are using a version of Scheduling Manager greater than 2.2.1 this has to be done

SCV-2955.sq]l

| NSERT | NTO " VARDB". "DETAI L_CODE" (DETAIL_CODE_I D, PROVI DER_MESSAGE,
VETERAN_MESSAGE) VALUES (' DETCODE15', ' Scheduled in Community on requested
date.', 'Your Comunity appoi ntment was schedul ed based upon your
request.');

| NSERT | NTO " VARDB". "DETAI L_CODE" (DETAIL_CODE_I D, PROVI DER_MESSAGE,
VETERAN_MESSAGE) VALUES (' DETCODE16', 'Scheduled in Conmmunity on alternate
date.', 'Your Comunity appoi ntment has been scheduled at a tine that
differs fromwhat you originally requested. Please log in to VA

Appoi ntnents to review your appointnment dates and tines.');

SCV-2954.sq]l

| NSERT | NTO " VARDB". " DETAI L_CCODE" (DETAIL_CODE_I D, PROVI DER_MESSAGE,
VETERAN_MESSAGE) VALUES (' DETCODE17', 'Cancelled at Veteran request',

" Your appoi ntmment request has been cancelled at your request.');

I NSERT | NTO " VARDB". " DETAI L_CODE" (DETAIL_CODE | D, PROVI DER_MESSAGE,
VETERAN_MESSAGE) VALUES (' DETCODE18', 'Cancelled by VA - Not Eligible for
Community Care', 'Your request for a Comunity appoi ntnent has been
cancel | ed because you did not neet eligibility requirements.');

| NSERT | NTO " VARDB". "DETAI L_CODE" (DETAIL_CODE_I D, PROVI DER_MESSAGE,
VETERAN MESSAGE) VALUES (' DETCODE19', 'Cancelled by VA - Unable to neet
request', 'Your request for an appoi ntnent has been cancel |l ed because we
have been unable to contact you to conplete the request."');

Application Context Override

Create the following application context override if deploying into an Amazon SMTP environment like the Demo environment in EC2. Create the
following file under the { WebLogi c_Donwi n}/ haconf i g/Schedul i ngManager Ser vi ce/ v2n2px/ config (update x to current
version i.e v2n2p2) directory. Other environments may need changes to the properties being defined in the below spring bean.



applicationContext-smtp.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://ww. spri ngfranework. org/ schema/ beans"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi :schemalLocati on="http://ww. spri ngframework. or g/ schema/ beans
http://ww. springframework. or g/ schema/ beans/ spri ng- beans- 3. 0. xsd" >
<bean i d="mail Sender" class="org. springfranmework.mail.javamail
JavaMai | Sender | mpl ">
<property nanme="host" val ue="sntp.va. gov" />
<property nane="javaMail Properties">
<pr ops>
<prop key="mail .sntp.connectionti meout">5000</ prop>
<prop key="mail.sntp.tinmeout">5000</prop>
</ pr ops>
</ property>
</ bean>
</ beans>

Deployment

SchedulingManagerService is a standard VAMF web service that has been developed and tested on WebLogic. After verifying the
dependencies and property configuration, install the Deployable Artifact from the Release Documentation Page (parent) page on the WebLogic

cluster/server.

Deployment of WAR file can be performed either manually through the WebLogic Admin Console or through the following sample script:

# Pl ease make sure the paths are correct and the paraneters are replaced
with correct val ues before executing the script on command |ine

[ opt/ oracl e/ m ddl ewar e/ user _proj ect s/ donmai ns/ <dorai n>/ bi n/ set Domai nEnv. sh
j ava webl ogi c. Depl oyer -adminurl t3://{adm nserverip}: 6001 -user {userid} -
password {password} -undepl oy -nane "Schedul i ngManager Servi ce-2.0. 1"

j ava webl ogi c. Depl oyer -admi nurl t3://{adm nserverip}: 6001 -user {userid} -
password {password} -deploy -targets Schedul i ngManager Servi ces - nane

" Schedul i ngManager Servi ce-2. 0. 1" -source "Schedul i ngManager Ser vi ce-
{version with build nunber}.war”

Proxy Configuration

Use the configurations below to setup Apache proxy. Restart the proxy after making changes to the /etc/httpd/conf.d/scheduling-manager.
ssl configuration file (e.g., sudo service httpd restart).

Verify that the following Include statement present in /etc/httpd2/conf.d/ssl.conf file, if not add the entry. If the entry is present, no need to add or
modify.

/etc/httpd/conf.d/ssl.conf
<Virtual Host *:443>



I ncl ude conf.d/*. ssl

</ Vi r t ual Host >

letc/httpd/conf.d/scheduling-manager.ssl

<Locati on / Schedul i ngManager Ser vi ce/ v2>
Set Handl er webl ogi c- handl er
WebLogi cC uster <environnent-ip-address: port>
WLPr oxySSL ON
</ Locati on>

Validation

Ensure that the WebLogic deployment state is Active and that ht t ps: // <envi ronment - addr ess>/ Schedul i ngManager Ser vi ce/ v2/ ret
urns "Welcome to SchedulingManagerService" with the correct manifest.

Rollback procedures (v2.2.3 to v2.0.3)

1. Revert the configuration changes that were made by deleting the following folder:
[ opt/applications/ haconfi g/ Schedul i ngManager Servi ce/ v2n2px (update x to current version i.e v2n2p2) U
ndeploy the application from the WebLogic cluster.

2. Install v2.0.3 following the instructions here: Scheduling Manager Resources 2.0.3 - Installation Instructions


https://wiki.mobilehealth.va.gov/display/SCV/Scheduling+Manager+Resources+2.0.3+-+Installation+Instructions
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