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1 Introduction 
The Department of Veterans Affairs (VA) serves a vast enterprise of VA stakeholders, including 
the Veteran, the Veteran’s Beneficiary, the Veteran Support Representative, business partners 
such as loan officers and providers, along with internal businesses and programs.  

The Veterans Relationship Management (VRM) Program Management Office (PMO) has 
identified the need to further develop the core Access Services (AcS) to definitively and 
consistently identify VA stakeholders, and to establish supporting processes that provide the 
appropriate level of security required to protect and manage the identities, information, and 
interests of the VA stakeholders. AcS is currently developing and supporting these core 
authentication and authorization capabilities to provide uniform enterprise methods.  

VA acknowledges the importance of providing a single, uniform method to identify and provide 
access for Veterans and their representatives who use VA services.  

The VA lines of business (LOB) often cross departments and programs within and outside of 
VA. AcS protects the Veteran by safeguarding sensitive information viewed and retrieved by 
Veterans, their family members and caregivers, beneficiaries, employees and other VA 
stakeholders. AcS also provides a consistent experience for the Veteran or their representative 
across all LOB, by using a standard process to identify the requestor of Veteran information, and 
to retrieve the data from the authoritative source. 

The AcS solution supports VA’s mission to assure the Veteran or their representative that 
sensitive information is only retrievable by authorized personnel. 

1.1 Purpose 
The purpose of this RSD is to summarize the business and functional requirements that are 
required for the development and implementation of AcS 2.0 Increment 5. 

The AcS 2.0 Increment 5 requirements described in this RSD are drawn from VA AcS FY15 
Business Requirements Documents (BRDs). Additional AcS 2.0 Increment 5 requirements may 
be found in consuming application integration analysis efforts in the form of integration 
Requirements Specification Documents (iRSDs) approved by the Identity and Access 
Management (IAM) Integrated Project Team (IPT). 

This RSD supports the development of the AcS 2.0 Increment 5 System Design Document 
(SDD), which provides guidance for the implementation and development of the AcS solution.  

This RSD provides a foundation for establishing baseline test cases and identifies the capabilities 
and functionalities to be compared and assessed against the VA AcS requirements.  

The target audiences for this RSD include the following: 

• VRM IAM IPT 
• AcS Business and Technical Stakeholders 
• Health Information Governance/Data Quality  
• Office of Information and Security 
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The AcS Development Partners are responsible for supporting the delivery, implementation, and 
maintenance of the system. 

The current development partners include the following: 

• The Development team responsible for implementing approved AcS 2.0 Increment 5 
requirements 

• IAM Program Office  
• Product Support  
• Master Veteran Index (MVI) Development Leads 
• AcS Development Leads  
• Other technical support personnel and product vendors 

1.2 Scope 
The scope of this RSD encompasses the AcS requirements that VA is requesting for AcS 2.0 
Increment 5. The AcS requirements include the following components: 

• Single Sign-On – Internal (SSOi) 
• Single Sign-On – External (SSOe)  
• AccessVA 
• Provisioning (Prov) 
• Virtual Directory Service (VDS) 
• Compliance Audit and Reporting (CAR) 

While AcS consists of additional components to those listed above, no new requirements for the 
following have been identified for this RSD: 

• Identity Proofing (IP) 
• Electronic Signature (ESig)  
• Credential Service Provider (CSP) 
• Specialized Access Control (SAC) 
• Role Engineering and Compliance 

Additionally, Appendix B contains a list of requirements that were stated in previous AcS RSDs 
but deferred to AcS 2.0 Increment 5 for delivery.  

1.3 References 
This section identifies additional project-specific documentation and external sources of 
information referenced or cited to support the development of this RSD. In the table below, a list 
of references, including the document title, publication date, and publisher, is provided. 
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Table 1: Document References 
Title Date Published By 
AcS FY15 BRD 01/2014 OIS BPMO 

Section 508 Standards Guide 04/16/2010 General Service 
Administration 

NIST Special Publication (SP) 04/2006 National Institute of Standards 
800-63 Version 1.0.2; and Technology (NIST) 
Electronic Authentication 
Guideline

VA Directive 6500; 08/2006 VA 
Information Security Program

VA Directive 6501; VA Identity Last updated: 09/01/2010 VA 
Verification 
In Person Proofing (IPP) 
Process; IAM Handbook 

NIST Public Key Infrastructure 2/2001 National Institute of Standards 
(PKI) Program and Technology (NIST) 

VA IAM Handbook 6510 TBD VA 

VRM IAM Scope and Vision 10/2012  VA 
Document

Federal Identity, Credential, 12/2011 Federal CIO Council 
and Access Management 
(FICAM) Roadmap and 
Implementation Guidance, 
Version 2.0

OMB 04-04 E-Authentication 12/2003 Office of Management and 
Guidance for Federal Budget (OMB) 
Agencies

Security Assertion Markup 6/2004 GSA 
Language (SAML) Artifact 
Profile as an Adopted Scheme 
for E-Authentication, Version 
1.0.0

Security Assertion Markup 9/2005 GSA 
Language (SAML) Artifact 
Profile as an Adopted Scheme 
for E-Authentication, Version 
1.1.0 

Sec-ID MVI iRSD 9/2012 IAM Integration Analysis 
Team 

AcS i3 RSD 9/2012 IAM Access Service Analysis 
Team 
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Title Date Published By 

AcS i4 RSD 3/2013 IAM Access Services Analysis 
Team 

AcS 2.0 Increment 2 RSD 8/2013 IAM Access Services Analysis 
Team 

AcS SDD 12/2013 AcS Development Contractors 

AcS 2.0 Increment 2 UC TBD 
Model 

AcS 2.0 Increment 3 RSD 4/2013 IAM Access Services Analysis 
Team 

AcS 2.0 Increment 4 RSD IAM Access Services Analysis 
Team 

Role Management in 9/2013 SailPoint 
IdentityIQ

Role Models and Methodology 3/2010 SailPoint 

Lifecycle of a Certification 7/2013 SailPoint 
SailPoint Best Practices – 12/2013 SailPoint 
Certification Generation on 
large deployments

Delimited File Application Set- 2/2014 SailPoint 
up and Configuration

Managing Extended Attributes 2/2014 SailPoint 
IAM Portal Strategy 2/2013 IAM Technical Lead 
IAM IP-MVI Integration iRSD 11/2013 IAM Access Services Analysis 

Team 

MVI Service Description 1/2013 IAM Identity Services Team 
Document

Initial AccessVA RSD (Listed 3/2013 IAM Access Services Team 
as EAG)

AccessVA Use Case 1/2013 AccessVA Development 
Specification (Listed as EAG) Contractors 

SSOe AccessVA AcS 12/2013 IAM Services Analysis Team 
Increment 2 RSD

SSOe VAAFI AccessVA 2.0 5/2014 IAM Services Analysis Team 
Increment 3 RSD

SSOe VAAFI AccessVA 2.0 5/2014 IAM Services Analysis Team 
Increment 4 RSD

AcS 2.0 Increment 3 SDD 5/2014 AcS Development Contractors 

SSOe VAAFI AccessVA 2.0 11/2013 SSOe AccessVA 
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Title Date Published By 
Increment 2 SDD Development Contractors 

SSOe VAAFI AccessVA 2.0 5/2014 SSOe AccessVA 
Increment 3 SDD Development Contractors 

2 Overall Description 
The scope and functionality for AcS 2.0 Increment 5 are limited to the AcS services specified in 
this RSD. 

2.1 Accessibility Specifications 
The AcS solution aligns its accessibility specifications to be in compliance with relevant 
guidelines and regulations set forth by Section 508 of the Rehabilitation Act of 1973. 

The Accessibility Requirements for the AcS solution identified for Section 508 Compliance 
consist of the 1194.21 Software Applications and Operating; 1194.22 Web-based Intranet and 
Internet Information and Applications; and Subpart D – Information, Documentation and 
Support – Section 1194.31 Information, Documentation, and Support. These specific checklists 
have been documented within the enterprise-level requirements by the Section 508 Office for the 
purpose of being used within applicable projects. 

2.2 Business Rules Specification 
The business rules specifications are identified in section 2.6.  

2.3 Design Constraints Specification 
The AcS solution complies with the approved Enterprise Service Level Agreement (SLA). 

2.4 Disaster Recovery Specification 
The AcS solution is hosted by Terremark and leverages the Disaster Recovery Plan and Concept 
of Operations (CONOPS) to support systems that require continuous availability. 

2.5 Documentation Specifications 
The documentation to support the AcS solution complies with existing PMAS policies and uses 
ProPath templates. 

2.6 Functional Specifications 
The functional specifications are identified in the following subsections. Requirement 
clarifications pertaining to particular subcomponents or partial requirements that are realized in 
the final production implementation of the AcS solution are provided.  

The AcS Requirements Traceability Matrix (RTM) traces each system requirement mentioned in 
this RSD to a business need from the AcS FY15 BRD and is a separate deliverable. 
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2.6.1 Single Sign-On – Internal (SSOi) 

2.6.1.1 Security Token Service (STS) Support of JSON Web Token and Bearer 
Token 

To improve integration options, SSOi needs to accept a wider range of security tokens (e.g., 
JavaScript Object Notation [JSON] and Bearer tokens), as currently SSOi only accepts Security 
Assertion Markup Language (SAML) tokens. The acceptance of more security tokens also helps 
to set up SSOi for future enhancements to SSOi’s Representational State Transfer (REST) 
capabilities.  

Table 2: SSOi Support of JSON Web Token and Bearer Token Business Needs and 
Requirements Enhancements 

BRD BN Requirement In-Scope Requirement Clarification 

User Story: As an application partner, I want to be able to know who accessed my user’s data. 

BRD BN12. Centralized Enterprise Single Sign-On – Internal (SSOi): Provide a capability to allow a 
user to sign on once to an application, then allow the user to access another application 

12.0 Support for JSON Web Token [FEAT461870] SSOi shall provide a JSON web 
and Bearer Token token within the Open Authorization Standard 

(OAuth) framework. 

[FEAT461871] SSOi shall provide a JSON web 
token within the STS framework. 

[FEAT461872] SSOi shall be able to digitally sign 
and encrypt JSON web tokens. 

[FEAT461873] SSOi shall be able to verify 
digitally signed JSON web tokens and decrypt 
encrypted JSON web tokens. 

[FEAT461874] SSOi shall accept JSON Web 
tokens. 

[FEAT461875] SSOi shall accept JSON Bearer 
tokens. 
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2.6.1.2 Expose STS Service with REST Interface 
SSOi exposes the STS service with a REST interface. SSOi can then interface with clients that 
want a REST interface instead of a Simple Object Access Protocol (SOAP) interface. 

Table 3: Expose STS Service with REST Interface Business Needs and Requirements 
Enhancements 

BRD BN Requirement In-Scope Requirement Clarification 

User Story: As an application partner, I want to be able to know who accessed my user’s data. 

BRD BN12. Centralized Enterprise Single Sign-On – Internal (SSOi): Provide a capability to allow a 
user to sign on once to an application, then allow the user to access another application 

12.0 Expose STS Service with REST [FEAT461877] SSOi shall expose the STS 
interface service with a REST interface. 

[FEAT461878] SSOi shall secure the REST STS 
service with mutual Transport Layer Security 
(TLS). 

2.6.1.3 Standard SSOi Traits 
To improve integration options and consistency across integrations, three standard trait bundles 
will be provided to applications integrating with SSOi in the SiteMinder and Federated patterns: 
General VA, VHA, and VBA.  

BRD BN Requirement In-Scope Requirement Clarification 

User Story: As an application partner, I want to be able to know who accessed my user’s data. 

BRD BN12. Centralized Enterprise Single Sign-On – Internal (SSOi): Provide a capability to allow a 
user to sign on once to an application, then allow the user to access another application 

12.0 Provide standard user traits to [FEAT474250] SSOi shall provide General VA 
integrating applications traits. See table below.  

[FEAT474251] SSOi shall provide VHA traits, 
which are the General VA traits plus user identity 
in VHA systems. See table below. 

[FEAT474252] SSOi shall provide VBA traits, 
which are the General VA traits plus user identity 
in VBA system. See table below. 
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The following table identifies the SSOi traits: 

Authentication Trait Source General 
(HTTM Header for 

Primary VA VHA VBA Source Attribute/Trait Name SiteMinder or 
(Secondary) Default Federated) 

sessionScope The Scope of Service attribute is 
intended to bind the user’s interaction 

X X X with backend systems to self-service or 
business type request. 
Values: B, S (case insensitive) 

transactionId SSOi X X X 

issueInstant SSOi X X X 

SSOi Values: Direct, Indirect (case authnType X X X insensitive) 

proofingAuth SSOi X X X Values: FICAM, DMDC, DoDCAC, VA 

assurLevel SSOi X X X For SSOi will be 2 (AD) or 3 (PIV) 

adDomain AD X X X 

adSamAccountName AD X X X 

adUpn AD X X X 

adEmail AD X X X 

extensionattribute6 – AD X 
VistA Unique Identifier X X 
(VAUID) 

Prov Initially, will be from AD pending CRISP. firstName X X X After CRISP, Prov becomes the source.  

lastName Prov Initially, will be from AD pending CRISP. X X X After CRISP, Prov becomes the source. 

secId Prov X X X SecID largely null pre-CRISP 

mviIcn MVI X MVI’s ICN  

vistaId MVI VHA VistA user identifier – a 
combination of Site+DUZ to capture X VistA instance and identifier within that 
instance 

corpId MVI X VBA Corporate user identifier 

dodEdiPnId MVI X X X DOD identifier 

Role Prov Null or Null or Role, Organization, and Organization ID Null or roles roles roles only passed if the target if the app target defined in defined in defined in of authentication is integrated with Prov Prov Prov Provisioning integration integration integration 

Organization Prov X X X Value: Department of Veterans Affairs 

Organization ID Prov X X X Value:urn:oid:2.16.840.1.113883.4.349 
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2.6.1.4 SSOi Deferred Requirements 
Appendix B contains a list of SSOi requirements that were stated in previous AcS RSDs but 
deferred to AcS 2.0 Increment 5 for delivery. 

2.6.2 AccessVA 
AccessVA is a portal to several VA sites for Veterans, beneficiaries, and affiliates. It allows 
users to log in once with a VA accepted credential to gain access to all AccessVA-enabled 
websites and applications. AccessVA is a graphical user interface (GUI) for authenticating 
Veterans and other members of VA’s external user community of interest with the SSOe 
capability. AccessVA establishes a unified authentication system that can be used between 
various agencies that provide services to our Veterans 

The focus of AccessVA enhancements in AcS 2.0 Increment 5 is to redesign AccessVA, enable 
AccessVA to become a more seamless function with IAM’s integrated partners, and increase the 
range of partners by reducing technical roadblocks to integration.  

This section identifies the AccessVA functional requirements that improve the AccessVA 
design. The AccessVA design includes the GUI requirements in the following areas with 
embedded mock screens: 

• AccessVA Unauthenticated Home Page 

• AccessVA Processing Page 

• AccessVA CSP Selection Page 

• AccessVA Authenticated Page 

• AccessVA Future Vision 
Note: The entire AccessVA website including pop-up widgets are required to comply with 
Section 508 Accessibility Requirements (see section 3 regarding applicable standards). 

2.6.2.1 AccessVA UI Updates  
This section outlines the requirements for the GUI for AccessVA and organizes them into a top-
level design. 

User Story: As a Veteran, Beneficiary or VA Partner, I want to be able to sign on to my desired 
VA website with my preferred credential.  

1.1 AccessVA Unauthenticated Home Page 
1.1.1. [FEAT461883] On the AccessVA Unauthenticated Home Page, the 

AccessVA logo shall be displayed on the top left of the screen. 
1.1.2. [FEAT461884] On the AccessVA Unauthenticated Home Page, the IAM 

logo shall be displayed on the top right of the screen. 
1.1.3. [FEAT506032] On the AccessVA Unauthenticated Home Page, the IAM 

and AccessVA logos shall be in the same banner. 
1.1.4. [FEAT506033] The AccessVA Home Page banner shall be a 2-color 

gradient starting in blue (#1677bd) and ending in white (#FFFFFF).  
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1.1.5. [FEAT506034] The AccessVA Unauthenticated Home Page banner shall 
contain the text “Securing your Access to the VA.” 

1.1.6. [FEAT506035] The AccessVA Unauthenticated Home Page banner shall 
have a top and bottom thin outline in red (#E31B23).  

1.1.7. [FEAT506036] The AccessVA Unauthenticated Home Page introductory 
paragraph “Welcome to AccessVA, your solution for accessing VA’s many 
web resources. AccessVA provides login capability to website and 
applications as part of VA’s Identity and Access Management (IAM) 
Enterprise.” 

1.1.8. [FEAT461885] On the AccessVA Unauthenticated Home Page, the 
wording, “Please select a VA web site below to logon with AccessVA,” shall 
be displayed.  

1.1.9. [FEAT506037] On the AccessVA Unauthenticated Home Page, AccessVA 
shall display buttons with application logos for the AccessVA Partner web 
sites integrated with AccessVA. 

1.1.10.  [FEAT461892] On the AccessVA Unauthenticated Home Page, when the 
user selects a partner website, they are taken to the AccessVA CSP selection 
page.  

1.2 AccessVA Processing Page 
1.2.1 [FEAT461894] On the AccessVA Processing Page, AccessVA shall 

display a processing notification page during third-party onboarding 
(3POB). 

1.2.2 [FEAT461895] On the AccessVA Processing Page, AccessVA’s 3POB 
Processing notification page shall inform the user that their request is 
processing and may take up to the 30 seconds.  

1.3 AccessVA CSP Selection Page 
1.3.1 [FEAT461897] On the AccessVA CSP Selection Page, AccessVA shall 

have a CSP selection page displaying the accepted CSPs for the selected 
target application. 

1.3.2 [FEAT461898] On the AccessVA CSP Selection Page, the AccessVA 
CSP selection page shall display a logo for each accepted CSP. 

1.3.3 [FEAT461899] On the AccessVA CSP Selection Page, the AccessVA 
CSP Selection page shall have a “select another VA Application” button.  

1.3.4 [FEAT461900] On the AccessVA CSP Selection Page, the “select 
another VA Application” button on the AccessVA CSP Selection page 
shall return the user to the AccessVA Unauthenticated page.  

1.3.5 [FEAT499971] On the AccessVA CSP Selection Page, the logo for the 
application selected shall be displayed in the top left corner 
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1.3.6 [FEAT499972] On the AccessVA CSP Selection Page, the AccessVA 
CSP selection page CSP logos shall dynamically disappear to allow 
additional space for the text box, when the browser size is reduced.  

1.4 AccessVA Authenticated Page 
1.4.1 [FEAT461902] On the AccessVA Authenticated Page, the AccessVA 

Authenticated page shall be redesigned to be more consistent with the 
style of the redesigned AccessVA Unauthenticated page. 

1.4.2 [FEAT461903] On the AccessVA Authenticated Page, the AccessVA 
Authenticated page shall be updated to feature the log out capability.  

1.5 Addition of an AccessVA Sign-In Partners Page 
1.5.1 [FEAT499973] A new menu selection for Sign-In Partners shall be 

displayed in the AccessVA menu bar 
1.5.2 [FEAT499974] The Sign-In Partners page shall display “Sign-In 

Partners:” at the top of the page 
1.5.3 [FEAT499975] The Sign-In Partners page shall display a button with the 

logo for each Sign-In Partner available via AccessVA 
1.5.4 [FEAT499976] Upon selection of one of a Sign-In Partner button, 

information about that Sign-In Partner will be displayed under the 
wording, “About Sign-In Partner” 

1.5.5  [FEAT499977] “About Sign-In Partner” shall display the Sign-In 
Partner logo, and information to include; 1) Who Qualifies for the Sign-In 
Partner; 2) Which applications are accessible after logging in with the 
selected Sign-In Partner; 3) and links to logon, or register for the selected 
Sign-In Partner 

1.5.6 [FEAT499978] Upon logon or registering from the AccessVA Sign-In 
Partner page, the user will be returned to the AccessVA Authenticated 
Page. 

1.6 AccessVA Widget 
1.6.1 [FEAT499979] The AccessVA widget AccessVA logo shall be updated 

to the most current AccessVA logo. 
1.6.2 [FEAT499981] The AccessVA widget CSP logos shall be increased in 

size.  
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Figure 1: AccessVA Unauthenticated Home Page 
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Figure 2: AccessVA Unauthenticated Home Page (CSP Selection) 



Figure 3: AccessVA Sign-In Partners Page 

2.6.2.2 AccessVA Future Vision Requirements 
This section outlines the GUI requirements for AccessVA for creating a single login button to 
provide a common user experience across all VA sites. 

Note: Refer to the SSOe VAAFI AccessVA 2.0 Increment 4 RSD for CSP selection pop-up 
widget requirements (see section 1.3). 

1.1.1 AccessVA Login Button 
1.1.1.1 [FEAT461906] An AccessVA login button shall appear on the partner 

website. 
1.1.2 AccessVA User Selector Pop-Up Widget 

1.1.2.1  [FEAT461908] The AccessVA User Selector Pop-Up Widget shall 
display on the partner website after the user selects the AccessVA login 
button. 

1.1.2.2 [FEAT461909] The AccessVA User Selector Pop-Up Widget shall 
darken the partner website underneath it.  
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1.1.2.3 [FEAT461910] The AccessVA User Selector Pop-Up Widget User 
Type buttons shall display asking the user to identify themselves as by 
one of the following user types: Veteran, Family Member, Service 
Member, or VSO.  

1.1.2.4 [FEAT461911] The AccessVA User Selector Pop-Up Widget shall 
display buttons for the AccessVA Partner websites relevant to the 
selected user type when the user type button is selected. 

1.1.2.5 [FEAT461912] When the user selects a partner website from the 
AccessVA User Selector Pop-Up Widget, the AccessVA CSP Selection 
Pop-Up Widget shall appear. 
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Figure 4: AccessVA Login Button 



Figure 5: AccessVA User Type Selector Pop-Up Widget 

Figure 6: AccessVA User Type Selector Pop-Up Widget – Expanded 
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Figure 7: AccessVA CSP Selector Pop-Up Widget 

2.6.3 Single Sign-On – External 
Single Sign-On – External (SSOe) performs as an abstraction layer between the operational 
components of the VA authentication federation credentials and public-facing VA applications 
that are suited for federated authentication. SSOe eliminates the need for each VA application to 
develop interfaces to a complex set of security and policy requirements. The SSOe infrastructure 
is designed with the use of application-level input, lessons learned, and industry best practices in 
an effort to support multiple agency application needs and requirements. 

This section identifies the functional requirements that enhance the SSOe service. The SSOe 
requirements in this section support capability enhancement in the following areas:  

• 3POB addresses functionality 

• Imprecise Date of Birth  

• Support the JSON Web Token and the Bearer Token 

• STS Service with REST interface 

• Auth Validation Service 

2.6.3.1 Support Imprecise Date of Birth from MVI  
User Story: As a Veteran, Beneficiary or VA Partner, I want my identity data to be available 
after authentication for use in the business process. 

MVI supports an imprecise date of birth as it contains records for some users who are unable to 
provide an exact date. 
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1. [FEAT461915] SSOe shall accept an imprecise date of birth from MVI.  

2.6.3.2 SSOe Accepts Address and Phone # from VDS  
User Story: As a Veteran, Beneficiary or VA Partner, I want my identity data to be available 
after authentication for use in the business process. 

SSOe currently adds attributes to the Virtual Directory Service (VDS) during 3POB. This 
requirement is to have an address added to the list of attributes that SSOe provides to VDS. This 
improves the chances of success during 3POB registration and softboarding.  

1. [FEAT461917] SSOe shall accept an address from VDS during authentication. 
2. [FEAT473909] SSOe shall support a 3-line formatted street address.  
3. [FEAT473910] SSOe shall accept a phone number from VDS during authentication. 

For the full SSOe header trait list, see Appendix C.  

2.6.3.3 SSOe Accepts JSON Web Token and Bearer Token  
User Story: As an application partner, I want to be able to know who accessed my user’s data. 

To improve integration options, SSOe needs to accept a wider range of security tokens (e.g., 
JavaScript Object Notation [JSON] and Bearer tokens), as currently SSOe only accepts Security 
Assertion Markup Language (SAML) tokens. The acceptance of more security tokens also helps 
to set SSOe up for future enhancements to SSOe’s Representational State Transfer (REST) 
capabilities.  

1. [FEAT461919] SSOe shall provide a JSON web token within the Open Authorization 
Standard (OAuth) framework.  

2. [FEAT461920] SSOe shall provide a JSON web token within the Security Token 
Service (STS) framework.  

3. [FEAT461921] SSOe shall be able to digitally sign and encrypt JSON web tokens.  

4. [FEAT461922] SSOe shall be able to verify digitally signed JSON web tokens and 
decrypt encrypted JSON web tokens.  

5. [FEAT461923] SSOe shall accept JSON Web tokens. 

6. [FEAT461924] SSOe shall accept JSON Bearer tokens. 

2.6.3.4 Expose STS Service with REST Interface 
User Story: As an application partner, I want to be able to know who accessed my user’s data. 

SSOe exposes the STS service with a REST interface. SSOe can then interface with clients that 
want a REST interface instead of a Simple Object Access Protocol (SOAP) interface. 

1. [FEAT461926] SSOe shall expose the STS service with a REST interface. 

2. [FEAT461927] SSOe shall secure the REST STS service with mutual Transport Layer 
Security (TLS).  

3. [FEAT473911] SSOe shall exchange the user session data when presented with a valid 
REST SSO user token. 
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2.6.3.5 OAuth Validation Service 
User Story: As an application partner, I want to validate the user’s access credential and obtain 
the user’s identity data. 

For clients that cannot provide token validation on their own, SSOe provides OAuth validation. 
SSOe also provides the artifact verification and resolution.  

1. [FEAT461929] SSOe shall provide an access token validation service.  

2. [FEAT461930] SSOe shall provide a validation service for the STS SAML token.  

3. [FEAT461931] SSOe shall provide a validation service for the JSON web token.  

4. [FEAT461932] SSOe’s validation services shall be supported by SOAP and REST 
interfaces.  

5. [FEAT461933] SSOe’s access token validation service shall provide both Extensible 
Markup Language (XML) and JSON responses.  

6. [FEAT473912] SSOe shall secure the OAuth service with mutual Transport Layer 
Security (TLS). 

7. [FEAT473913] SSOe shall exchange the user session data when presented with a valid 
OAuth user access token. 

8. [FEAT473914] SSOe’s OAuth validation service REST response messages shall 
support the JSON format. 

2.6.3.6 SSOe Provides PID, BIRLS, SEC ID, and EDI PI IDs 
User Story: As a Veteran, Beneficiary or VA Partner, I want my identity data to be available 
after authentication for use in the business process. 

SSOe previously only provided two corresponding Person Identification (PID) and Beneficiary 
Identification Records Locator Subsystem (BIRLS) IDs with other databases. This requirement 
removes that restriction. Target applications will be provided all known IDs.  

1. [FEAT461935] SSOe shall provide all instances of PID IDs to target applications during 
authentication.  

2. [FEAT461936] SSOe shall provide all instances of BIRLS file number ID to target 
applications during authentication.  

3. SSOe shall provide all instances of Security Identifier (SEC ID) to target applications 
during authentication. 

4. SSOe shall provide all instances of Electronic Data Interchange (EDI) Personal Identifier 
(PI) to target applications during authentication. 

Authentication Trait Required/ Source Source Action If Trait Not Additional 
(HTTP Header) Optional Attribute/ Provided Business Rules 

Trait Name 

va_eauth_PID O MVI Person ID Pass Null Value If 2 or more 
(Corporate PIDs are 
DB) returned, then 

provide all in 

Access Services 2.0 Increment 5 
Requirements Specification Document 19 March 2015 



Authentication Trait Required/ Source Source Action If Trait Not Additional 
(HTTP Header) Optional Attribute/ Provided Business Rules 

Trait Name 
headers 

va_eauth_filenumber O MVI File Number Pass Null Value If 2 or more 
(BIRLS) BIRLS file 

numbers are 
returned, then 
provide all in 
headers 

va_eauth_secID R Prov secID Pass User to Third- If 2 or more 
Party Credential secID are 
Onboarding returned, then 

provide all in 
headers 

va_eauth_dodedipnid O MVI va_eauth_dod 1. If CSP is DS If 2 or more EDI 
edipnid LOGON  PI are returned, 

a. and EDI PI then provide all 
returned from MVI is in headers 
different, then pass 
value from CSP 
b. and EDI PI not in 
MVI, then pass 
EDIPI from CSP 
2. If CSP is not 
DSLOGON, and EDI 
PI is not in MVI, 
then pass null 

For the full SSOe header trait list, see Appendix C.  

2.6.3.7 Third-Party Credential Onboarding 
User Story: As a Veteran, Beneficiary or VA Partner, I want to be able to sign on to my desired 
VA website with my preferred credential. 

Third-party credential onboarding is triggered when the user attempting to authenticate is not 
known to VA or based on LOA 2+ business rules. VAAFI attempts to identify the user as 
defined in the portal strategy. Users who cannot be identified by the existing Portal Strategy may 
be presented with a Third-Party Credential Onboarding registration screen.  

1.  [FEAT473917] AccessVA shall collect street address in 3-line format.  
Address: 
Street – Line 1 String 3 – 35 
Street – Line 2 String 3 – 30 
Street – Line 3 String 3 – 30 
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2.6.4 Provisioning 
The Provisioning (Prov) service provides portions of the Federal Identity, Credential, and Access 
Management (FICAM)-defined Digital Identity and Privilege Management services. The Prov 
service includes the following FICAM service components: 

• Digital Identity Lifecycle Management: This is the process of establishing and 
maintaining the attributes that make up an individual’s digital identity. It supports general 
updates to an identity such as a name change or biometric update. 

• Linking / Association: This is the process of linking one identity record with another 
across multiple systems. It involves the activation and deactivation of user objects and 
attributes as they exist in one or more systems, directories, or applications in response to 
an automated or interactive process, and is used in conjunction with Authoritative 
Attribute Exchange. 

• Privilege Administration: This is the process of establishing and maintaining the 
entitlement or privilege attributes that make up an individual’s access profile. Because an 
individual’s access needs to be changed, it supports updates to privileges over time. 

• Centralized Account Management: This is the process of requesting, establishing, 
issuing, and closing user accounts; tracking users and their respective access 
authorizations; and managing these functions.  

• Bind / Unbind: This is the process of building or removing a relationship between an 
entity’s identity and further attribute information on the entity (e.g., properties, status, or 
credentials). 

• Provisioning: This is the capability of creating user access accounts and assigning 
privileges or entitlements within the scope of a defined process or interaction, and 
providing users with access rights to applications and other resources that may be 
available in an environment and may include the creation, modification, deletion, 
suspension, or restoration of a defined set of privileges. 

The Prov service is being enhanced to support additional capabilities to support the Portal 
Strategy. Additionally, the Prov service user interface is being enhanced to improve the user 
experience during the Continuous Readiness in Information Security Program (CRISP) 
onboarding/offboarding process. 

User Story: As a Veteran, Beneficiary or VA Partner, I want to be able to sign on to my desired 
VA website with my preferred credential. 

Table 4: Provisioning Business Needs and Requirements Enhancements 

BRD Requirement In-Scope Requirement Clarification BN 

User Story: As a Veteran, Beneficiary or VA Partner, I want my identity data to be available after 
authentication for use in the business process. 

3.0 Digital Identity Lifecycle Management Onboarding/Offboarding: Provide a digital process of 
establishing and maintaining the attributes that make up an individual digital identity and support 
general updates to an identity such as a name change or biometric update. 

3.0 Portal Strategy [FEAT461939] When the Date of Birth is not provided by the user or 
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BRD Requirement In-Scope Requirement Clarification BN 

Enhancements the credential during third-party credential onboarding, the 
Provisioning service shall retrieve the date of birth from MVI and 
populate the corresponding date of birth in the Virtual Directory 
Service (VDS). 

[FEAT461940] The Provisioning service shall support the ability to 
retrieve and store an imprecise date of birth from MVI when the user 
or the credential does not provide a date of birth during third-party 
credential onboarding. 

[FEAT461941] VDS shall support the ability to store an imprecise 
date of birth. 

[FEAT461942] VDS shall support the ability to store the home 
address (street, city, state, postal code, country, province/region). 

[FEAT461943] The Provisioning service shall populate the home 
address with the address provided on the credential in the case of 
Third-Party Credential Onboarding provided that the address is 
provided by the call to the Provisioning service.  

[FEAT461944] The Provisioning service shall retrieve the home 
address from MVI when creating a record in VDS in the event the 
address is not provided by the Third-Party Credential Onboarding 
call. 

[FEAT461945] Existing VDS records shall be populated with the 
home address from MVI. 

[FEAT461946] When receiving a Third-Party Credential onboarding 
request, the Provisioning service shall first retrieve the credential 
using the CSP ID. If the CSP ID exists, the Provisioning service shall 
only update traits that are unpopulated within the Provisioning 
service with data provided on the request (e.g., if the SSN is 
unpopulated in the Provisioning datastore and the SSN is populated 
on the request, the Provisioning service will update the data with the 
provided SSN.) If the CSP ID is not found, the Provisioning service 
shall perform the existing Third-Party Credential onboarding logic. 

[FEAT472918] The Provisioning Service shall support street 
address in 3-line format. 

Address: 
Street – Line 1 String 3 – 35 
Street – Line 2 String 3 – 30 
Street – Line 3 String 3 – 30 

User Story: As a User who onboards and offboards people, I want to have a consistent way to 
search for records in Provisioning. 

3.0 User Interface [FEAT461948] The Provisioning service shall present a consistent 
set of search criteria and search results for all search screens 
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BRD Requirement In-Scope Requirement Clarification BN 

Enhancements presented during the CRISP on/offboarding processes. These 
search screens include, but are not limited to: 

• Offboard Employee Search Screen 
• Offboard Contractor Search Screen 
• Offboard Health Professions Trainee Search Screen 
• Offboard Volunteer Search Screen 
• Emergent Offboard Employee Search Screen 
• Emergent Offboard Contractor Search Screen 
• Emergent Offboard Health Professions Trainee Search 

Screen 
• Emergent Offboard Volunteer Search Screen 
• Update Employee Search Screen 
• Update Contractor Search Screen 
• Update Health Professions Trainee Search Screen 
• Update Volunteer Search Screen 
• CRISP Checklist Search Screen 
• Manager Search Screen 
• AD Facility CIO Search Screen 
• AD ISO Search Screen 
• Company POC Search Screen 
• COR Search Screen 
• Supervisor Search Screen 
• Project Manager Search Screen 
• Sponsor Search Screen 

[FEAT461949] The Provisioning service shall only present the 
following default search criteria when searching for a user: 

• First Name 
• Last Name 
• Email 

[FEAT461950] The Provisioning service shall allow the user to add 
the following additional search criteria: 

• SEC ID 
• Middle Name 

[FEAT461951] The Provisioning service shall present the following 
data in the search results when available: 

• SEC ID 
• First Name 
• Last Name 
• Middle Name 
• Email Address 

[FEAT461952] The Provisioning service shall not display the 
Enabled Checkbox when a user has been selected for Offboarding. 
Refer to Figure 8 for an example. 
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BRD Requirement In-Scope Requirement Clarification BN 

[FEAT461953] The Provisioning service shall suppress error 
messages on the search for user screens when a user is completing 
the Onboarding forms. Refer to Figure 9 for an example. 

[FEAT461954] The Provisioning service shall not display the CSP ID 
and LOA on the On-Boarding screens. 

[FEAT473919] The following requirements pertain to the elimination 
of a local search into the Provisioning User Store for CRISP 
onboarding. (See Appendix D for the CRISP Onboarding activity 
diagram.) 

1. When a requestor is onboarding a user (Employee, 
Contractor, etc.), the Provisioning service shall prompt the 
requestor for the following attributes: 

• First Name (required) 
• Middle Name (optional) 
• Last Name (required) 
• SSN (required) 
• Date of Birth (required) 
• Gender (required) 

2. Once the requestor has entered the required traits and 
submitted a search, the Provisioning service shall utilize the 
MVI Search for Person (Unattended, Returning 
Corresponding IDs) Service. 

3. If the MVI Search for Person (Unattended, Returning 
Corresponding IDs) Service does not find the person, the 
Provisioning service shall prompt the requestor to enter the 
additional attributes for the user needed to complete the 
onboarding process. 

4. If the MVI Search for Person (Unattended, Returning 
Corresponding IDs) Service finds the person and that person 
is not assigned a SEC ID, the Provisioning service shall 
prompt the requestor to enter the additional attributes for the 
user needed to complete the onboarding process. 

5. If the MVI Search for Person (Unattended, Returning 
Corresponding IDs) Service finds the person and that person 
is assigned a SEC ID, the Provisioning service shall retrieve 
the user with the SEC ID provided by MVI. The Provisioning 
service shall prompt the requestor to update the existing 
Provisioning record to complete the onboarding process. 

User Story: As a user of Provisioning, I want to be able to use my PIV card to digitally sign 
submissions and/or approvals. 

Access Services 2.0 Increment 5 
Requirements Specification Document 24 March 2015 



BRD Requirement In-Scope Requirement Clarification BN 

3.0 General [FEAT461957] The Provisioning service shall support the ability to 
Enhancements capture the digital signature (using the PIV card) at any point in the 

workflow (submission and/or approvals). The specific impacted 
workflows will be identified in separate iRSDs. 
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Figure 9: Error Messages Displayed on Search for User Screen 

2.6.5 Compliance Audit and Reporting (CAR) 

2.6.5.1 Role Engineering and Compliance Tool Integration with CAR 
The role engineering and compliance tool gathers and analyzes access control information to 
support and model roles and attribute-based policies for IT systems. The tool is able to extract 
data from a variety of systems to consolidate data in a form that can be used to create roles for 
enterprise use and to ensure compliance to VA security policies.  

The tool is envisioned to gather and analyze access control information from operational systems 
and identity and access data repositories, model roles, and support enforcement of role- and 
attribute-based policies for IT systems. As such, the tool is able to extract data from a variety of 
systems and to consolidate that data in a form that can be used by analysts to create roles for 
enterprise use and ensure compliance to VA security policies. 

To fulfill the business need of providing a single point of auditing and reporting capability for all 
IAM services, the role engineering and compliance tool shall be integrated with the CAR service 
for the purpose of providing role engineering and compliance transactional data within the CAR 
interface. The requirements for the integration are depicted in the following table. 

Table 5: Role Engineering and Compliance Tool Integration with the CAR Service 
Business Needs and Requirements Enhancements 

BRD Requirement In-Scope Requirement Clarification BN 

User Story: As a user of CAR, I want to be able to produce reports from Role Engineering and 
Compliance transactions. 
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BRD Requirement In-Scope Requirement Clarification BN 

23.01 The CAR Service will provide a single point of auditing and reporting capability (only user 
and access management data) for all IAM services.  

23.01 SailPoint/CAR [FEAT461962] The Role Engineering and Compliance tool and 
Integration the CAR Service shall integrate to produce reports on provisioning 

and de-provisioning activities. 

Table 6: Name and Description of Reports to Reside in CAR 
Report Title Description and Elaboration 

Provisioned Users as a result of role mining Displays information about provisioned users 
and certification activities Report  that were a result of a role mining and/or a 

certification activity 

De-Provisioned Users as a result of role Displays information about de-provisioned 
mining and certification activities Report users that were a result of role mining and/or a 

certification activity 

Provisioned Users imported from an Displays information about provisioned users 
Authoritative Source Report that were imported from an authoritative source 

Privileged User who imported identities from Displays information about a privileged user 
Authoritative Source Report that imported identities from an authoritative 

source 

2.6.6 Identity Proofing (IP) 
The In-Person Proofing (IPP) process confirms the identity of an individual through review of 
identification documents and artifacts provided during a visit to a VA Regional Office or at any 
location where IPP is being conducted. 

The Identity Proofing service is being enhanced to allow the capture of new expiration date 
requirements when a military identification card is used as a proofing document. 

Table 7: Identity Proofing Business Needs and Requirements Enhancements 

BRD Requirement In-Scope Requirement Clarification BN 

User Story: As a user, I want to be able to capture the expiration date of a military identification 
cardholder’s proofing document as a specific date through year 2150, or indefinite. 
1.0 Identity Proofing: Provide a digital process that vets and verifies the information (e.g., 
identity history, credentials, documents) that is used to establish the identity of a system entity, 
initiate a chain of trust in establishing a digital identity, and bind it to an individual. 

Access Services 2.0 Increment 5 
Requirements Specification Document 27 March 2015 
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1.11 Identity Proofing [FEAT499983] The Identity Proofing Service shall be able to 
collect an expiration date through year 2150 when the 
military identification card is presented as a proofing 
document. 

1.11 Identity Proofing [FEAT499984] The Identity Proofing Service shall be able 
to collect an expiration date of “INDEF” (indefinite) when 
the military identification card is presented as a proofing 
document. 

2.7 Graphical User Interface (GUI) Specifications 
The GUI specifications include the following: 

• User acceptance training and testing tools include user prompts to guide the use of the 
application so that minimal technical support is needed by the user. 

• User interfaces are built with the VA logo and color scheme to the fullest extent possible. 
The VA 6102 Handbook or the VA Media Management Office is used as a reference.  

• The required web pages are available on the Internet and compatible with VA-defined 
and -supported versions of web browsers such as Mozilla and Internet Explorer. 

2.8 Multi-divisional Specifications 
There are no multi-divisional specifications for this RSD. 

2.9 Performance Specifications 
The performance specifications are targeted for the planned consumption of AcS services for the 
following year; however, the performance specifications are easily scalable for future 
implementations. The following are the specifications as defined in the AcS FY15 BRD, Section 
7.2.1 Performance, Capacity, and Availability Requirements. For a detailed performance 
specification for each service, refer to the following subsections.  

Table 7: Performance Specifications 

How many users does the current system support? 

The IAM system supports the current and future (forecasted) user base of 
relying applications and systems. The system is expected to support a 
minimum of the following: 
 700,000 contractors 
 350,000 employees 
 28 million Veterans 
 Hundreds of internal and external VA applications 

How many users does the new system (or system modification) 
support? 
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How many users does the current system support? 

The new system is scalable to accommodate an internal and external user 
base of approximately 29 million. 

What is the predicted annual growth in the number of system users? 

The new system supports at least 10 million users during the initial year (full 
production deployment of IAM suite) with at least 100% increase in numbers 
annually. Integration of applications on a monthly basis via IAM Governance 
process (process support up to 200 applications over an annual basis). 

The performance specifications include the following: 

a. The online application screens contained in the user interface render less than ten seconds 
with an average rendering of three seconds within the budgeted resource utilization 
constraints.  

b. The online procedures prompted from a user interface execute under five seconds with an 
average of four seconds within the budgeted resource utilization constraints.  

c. The metric data indicating the performance characteristics of the system to support 
application monitoring is provided. 

2.9.1 Example Performance Specification for AcS Service Component 
This subsection provides a template and defines the performance specification to be identified 
for each AcS Service Component. 

User Profile: <Identify the types of internal and/or external users for the AcS Service 
Component.> 
<Provide any bulleted performance goals for the complete enterprise implementation of the 
service when fully integrated with the VA enterprise.> 
The <AcS Service Component>for this increment shall support the following: 

Operation  

Name  <AcS Service Component> 

Usage Profile <Define the type of service usage event> 

Mean Daily volume <Define the average Daily 
number of the service usage 
events > 

Projected Growth <Define the Project Growth 
Amount for the Mean Daily 
Volume of the service usage 
events>/year 

Peak Daily volume <Define the Peak Daily number 
of service usage events.> 

Projected Growth <Define the Projected Growth 
Amount of the Peak Daily value 
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of service usage events>/year 
Peak Hourly volume <Define the Peak Hourly 

number of service usage 
events.> 

Days of operation <Define the days of operation 
this service should support. For 
example Sunday-Saturday>.  

Hours of operation <Define the hours of operation 
this service should support. For 
example 24/7> 

Peak Hours <Define the hours of peak 
usage this service should 
support. For example 9am-
7p.m.Eastern> 

Maximum Response Time <Maximum Response Time for 
the service usage event. > 

Architect and Developer Notes: 

The service performance should be able to support and performance should be tested against: 
• Mean Daily Volume + Projected Growth 
• Peak Daily Volume + Projected Growth 
• Peak Hourly Volume 

The bullets provided for complete enterprise performance requirements should be used as a guide when 
architecting the solution to ensure the solution is scalable to the expected performance requirements. 

2.9.2 Single Sign-On – Internal (SSOi) 
User Profile: VA Employee or Contractor who wants to gain access to an SSOi-protected 
application 

The performance specifications for the SSOi service include the following:  

a. SSOi shall support 20 million authentications per day. 
b. VDS shall support 20 million authentications by SSOi per day. 
c. The IAM Binding Application shall support 1 million authentications per day.  
d. The IAM Binding Application shall support 1 million users. 
e. SSOi shall be able to handle an increase of 1 million users with integration to VistA. 

The SSOi service for this increment shall support the following: 
Operation  

Name  SSOi User Authentication (CA 
SiteMinder Web Agent, CA 
SiteMinder SPS and IdP to SP 
Federation) 

Usage Profile (User Authentication Events) 
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Mean Daily volume 40000 
Projected Growth 8000/year 
Peak Daily volume 50000 
Projected Growth 10000/year 
Peak Hourly volume 8000 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  SSOi STS 

Usage Profile (Token Requests) 

Mean Daily volume 0 
Projected Growth 10000/year 
Peak Daily volume 0 
Projected Growth 25000/year 
Peak Hourly volume 0 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 1 second 

2.9.3 Single Sign-On – External (SSOe) and AccessVA 
User Profile: External users who want to gain access to an SSOe-protected VA resource 

The target end state for AccessVA and SSOe should support the following:  

a. SSOe supports up to 4 million authentications per month. 
b. SSOe supports up to 7,500 concurrent users. 
c. AccessVA shall support threshold average page load Essential time under light load 

conditions (10 requests/minute) <= 5 seconds. 
d. AccessVA shall support threshold average page load Essential time under normal load 

conditions (100 requests /minute) <= 8 seconds. 
e. AccessVA shall support threshold average page load Essential time under peak load 

conditions (1000 requests /minute) <= 10 seconds. 

AccessVA and SSOe for this increment shall support the following: 
Operation  

Name  SSOe (Application Junction, 
Reassertion Provider, CSP/IdP 
Federation Partner) 
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Usage Profile (User Authentication Events) 

Mean Daily volume 80000 
Projected Growth 20000/year 
Peak Daily volume 120000 
Projected Growth 30000/year 
Peak Hourly volume 10000 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  SSOe STS 

Usage Profile (Token Requests) 

Mean Daily volume 0 
Projected Growth 20000/year 
Peak Daily volume 0 
Projected Growth 50000/year 
Peak Hourly volume 0 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  SSOe oAuth 

Usage Profile (Token Requests) 

Mean Daily volume 0 
Projected Growth 20000/year 
Peak Daily volume 0 
Projected Growth 50000/year 
Peak Hourly volume 0 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 
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Operation  

Name  SSOe (Webservice Client, 
Webservice Producer) 

Usage Profile (Webservice Calls) 

Mean Daily volume 6000 
Projected Growth 1500/year 
Peak Daily volume 6800 
Projected Growth 1700/year 
Peak Hourly volume 950 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

2.9.4 Provisioning (Prov) 
User Profile: 

• VA Employee or Contractor on the VA Network Provisioning/Modifying/De-
provisioning a user for application access 

• VA Employee or Contractor on the VA Network Approving or Rejecting a 
Provisioning/Modification/De-provisioning Request 

• VA Employee or Contractor accessing the VA Network remotely to 
Provision/Modify/De-provision User Access 

• VA Employee or Contractor accessing the VA Network remotely to Approve or Reject a 
Provision/Modify/De-provision Request 

• VA Employee or Contractor accessing the VA Network remotely to Administer the 
Provisioning Application 

The performance specifications for the Prov service include the following: 

a. VDS shall support 20 million authentications by SSOi per day.  
b. VDS shall support an additional 1 million users with integration to VistA. 
c. Provisioning supports 500,000 onboarding / offboarding requests per day. 
d. The provisioning repository / data store supports 10 million queries per day (300,000 

from the VistA Evolution program). 
e. The response time for queries to the provisioning repository / data store has an average 

response time of five seconds and a maximum response time of ten seconds.  
f. The IAM Binding Application shall support 1 million authentications per day.  
g. The IAM Binding Application shall support 1 million users. 

The Prov service for this increment shall support the following: 
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Operation  

Name  Provisioning 

Usage Profile (Provisioning Events – On-board/Off-
board, Provision, Deprovision, and Modify Events) 

Mean Daily volume 500 
Projected Growth 1000/year 
Peak Daily volume 1000 
Projected Growth 2000/year 
Peak Hourly volume 50 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  VDS 

Usage Profile (Service Calls) 

Mean Daily volume 80000 
Projected Growth 20000/year 
Peak Daily volume 120000 
Projected Growth 30000/year 
Peak Hourly volume 10000 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

2.9.5 Compliance Audit and Reporting (CAR) 
User Profile: VA Employee or Contractor accessing CAR to run standard and ad hoc reports 

The CAR service for this increment shall support the following: 
Operation  

Name  CAR 

Usage Profile (Log Entries) 
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Mean Daily volume 1,000,000 
Projected Growth 250,000/year 
Peak Daily volume 2,000,000 
Projected Growth 500,000/year 
Peak Hourly volume 100,000 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time Data must be 

returned at no 
more than 1 
minute for every 
10,000 records 

2.9.6 Specialized Access Control (SAC) 
User Profile: Users of an External System that checks SAC to determine whether a Veteran has 
given permission to see their health information 

The target end state for the SAC service should support 325,000 transactions per day. 

The SAC service for this increment shall support the following: 
Operation  

Name  SAC 

Usage Profile (Webservice Calls) 

Mean Daily volume 200 
Projected Growth 200/year 
Peak Daily volume 300 
Projected Growth 300/year 
Peak Hourly volume 25 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 5 seconds 

2.9.7 Electronic Signature (ESig) 
User Profile: External User accessing VA systems via the web and applying their electronic 
signature to a document 

The Electronic Signature (ESig) service for this increment shall support the following:  
Operation  

Name  ESig 

Usage Profile (Webservice Calls) 
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Mean Daily volume 100 
Projected Growth 1000/year 
Peak Daily volume 250 
Projected Growth 2500/year 
Peak Hourly volume 25 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

2.9.8 Identity Proofing (IP) 
User Profile: VA Employee or Contractor on the VA Network proofing a person for a VA 
business process such as the issuance of a Veteran Health Identification Card (VHIC) card 

The IP service for this increment shall support the following: 
Operation  

Name  IP (Proofing UI) 

Usage Profile (Proofing Events) 

Mean Daily volume 3500 
Projected Growth 350/year 
Peak Daily volume 4000 
Projected Growth 400/year 
Peak Hourly volume 500 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  IP (Webservice) 

Usage Profile (Webservice Calls) 

Mean Daily volume 3500 
Projected Growth 350/year 
Peak Daily volume 4000 
Projected Growth 400/year 
Peak Hourly volume 500 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 9am-7p.m.Eastern 
Maximum Response Time 10 seconds 
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2.9.9 Credential Service Provider (CSP) 
User Profile: VA Employee or Contractor on the VA Network accessing the CSP service to 
update, upgrade, suspend, or revoke a credential to be used to access a VA application 

The CSP service for this increment shall support the following: 
Operation  

Name  CSP (Credential Registration) 

Usage Profile (Registration Events) 

Mean Daily volume 0 
Projected Growth 1000/year 
Peak Daily volume 0 
Projected Growth 1000/year 
Peak Hourly volume 0 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

Operation  

Name  CSP (Authentication) 

Usage Profile (User Authentication Events) 

Mean Daily volume 0 
Projected Growth 10000/year 
Peak Daily volume 0 
Projected Growth 10000/year 
Peak Hourly volume 0 
Days of operation Sunday-Saturday 
Hours of operation 24/7 
Peak Hours 8am-

10p.m.Eastern 
Maximum Response Time 10 seconds 

2.10 Quality Attributes Specification 
The AcS solution complies with the quality specifications set forth by the VA IAM Project 
Management Plan (PMP), Quality Management Approach section. The following types of testing 
are performed to assess the quality of the solution: 

• Unit testing 
• Integration / functional testing 
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• User acceptance testing (UAT) 
• Section 508 testing 
• Performance testing 

The AcS solution also consists of the following quality specifications: 

• The system is composed of tools, applications, and software that conform to VA’s 
standard server and database operating systems. The VA Technical Reference Model 
(TRM) provides more information. 

• The system is designed to operate in VA’s standard virtualized operating system 
environment according to the VA TRM.

2.11 Reliability Specifications 
The AcS solution is hosted within the Terremark environment as required by VA. Terremark is 
responsible for reliability and monitoring when the AcS solution becomes operational. The tools, 
methods, and specifications for monitoring the reliability of the AcS solution are at the discretion 
of Terremark. 

Table 8: Service Availability Level 4 
Service Availability Level 4 

*Standards adopted from specification created by Application Structure and Integration Services 
(ASIS) 

Description  Mission Critical Information  

Minimum Availability  99.99%  

Maximum Downtime Per Month  4.4 minutes  

Business Value  Essential to fundamental business operations – outage seriously 
impairs functioning of business.  

System Response In the absence of any system superseding requirements, the 
system responds to user actions in three seconds or less in 
90% of the attempts, and never more than 10 seconds. 

Operational Hours  Required 24 hours a day, every day.  

Significant Outage  More than five minutes of downtime is considered significant at 
any time and requires an ANR to be sent out to the appropriate 
teams.  

Outage Impact  Interruption of service may result in severe financial, regulatory, 
patient safety, patient health, or other business issues.  

Scheduled Maintenance  Maintenance, including maintenance of externally developed 
software incorporated into the IAM system, is scheduled during 
off-peak hours (evenings and weekends) or in conjunction with 
relevant maintenance schedules. 

Additional reliability specifications (response times, monitoring, maintenance periods, and 
operational support) may be viewed in the IAM SLA. 
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2.12 Scope Integration 
The scope of the integration for this AcS solution increment is identified in section 1.2. 

2.13 Security Specifications 
The security specifications include the following: 

• AcS is deployed inside the VA firewall. 
• AcS conforms to the VA security standards detailed in VA Handbook 6500 Information 

Security Program. 
• Designated ports are opened between systems. All other ports are blocked to provide 

secure server-to-server communication. 
• The Hypertext Transfer Protocol Secure (HTTPS) communication protocol is used for 

outbound and inbound traffic for external-facing applications. 
• AcS communication channels are TLS/Secure Sockets Layer (SSL)-enabled and -

encrypted. 
• The AcS data layer is within the internal firewall zone to provide security of the data. 
• AcS meets all Veterans Health Administration (VHA) security, privacy, and identity 

management requirements and those listed in VA Handbook 6500 (Enterprise 
Requirements Appendix). 

• AcS databases, user information stores, and information tied to individuals are secured 
and/or encrypted while at rest and in motion. 

• Access to the administrative, management, and internal user interfaces of the 
authorization service is controlled through the use of SSOi. 

• The system must store and transmit Personally Identifiable Information (PII) or sensitive 
information such as passwords in an encrypted or one-way hashed format and on the SSL 
channel. 

• The web servers providing access to VA applications for external users over the Internet 
must reside in the demilitarized zone (DMZ). 

2.14 System Features 
The AcS system features are included in the functional requirements. 

2.15 Usability Specifications 
The usability specifications include the following: 

• The implementation plan conforms and adapts to VA’s CRISP.  
• The system integrates with VA business applications (as determined feasible) across 

heterogeneous environments and platforms.  

3 Applicable Standards 
The AcS solution complies with the applicable standards as specified in the following: 
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• Align processes and solutions with Federal mandates, industry standards, and VA policy 
Table 9: Applicable Standards 

Applicable Standards 
NIST SP 800-63 Version 1.0.2; Electronic Authentication Guideline

OASIS XACML 2.0

Section 508 Standards Guide

VA Directive 6500; Information Security Program

VA Directive 6501; VA Identity Verification 
In-Person Proofing (IPP) Process 

World Wide Web Consortium (W3C) SOAP Standard

World Wide Web Consortium (W3C) XML Standard

FICAM Roadmap and Implementation Guidance 

OMB 04-04 E-Authentication Guidance for Federal Agencies 

Aligns with the VA Enterprise Shared Services directive and strategy 

Supports HSPD-12 specifications where applicable (i.e., Personal 
Identification Verification (PIV)) 

Follows the documentation specifications provided by the ProPath website and VA Program 
Management Accountability System (PMAS) 

6102 Handbook and the VA Web Best Practices Guide

Approved and In-Process Devices

Screen Resolution for Mobile Devices

The eXtensible Access Control Markup Language (XACML) 3.0 standard is leveraged by the 
SAC service. XACML provides the following capabilities:  

• XACML 3.0 is an Organization for the Advancement of Structured Information 
Standards (OASIS) standard. XACML provides a flexible policy management framework 
to achieve a consistent security implementation and alignment with VA’s goals.  

• XACML provides common, reusable security services that form the Service Oriented 
Architecture (SOA) foundational building blocks. These building blocks provide the 
ability to secure data and applications that are used by the different SOA components.  

• XACML enables access control policies. XACML stores policies or provides a request 
and response model (based on XML format) for communication between enforcement 
and decision points. 

The AccessVA development contractor shall conduct an audit of the AccessVA web pages, 
including pop-up widgets to ensure compliance with the abovementioned VA web standards, as 
well as Section 508. The AccessVA development contractor shall correct all items in the 
AccessVA web pages found not to be in compliance with the published VA web standards. See 
published VA web standards for compliance guidance. 
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4 Interfaces 
Technical specifications and interfaces relating to communication, hardware, and software are 
defined in the specified design documents as outlined in the following subsections. 

4.1 Communications Interfaces 
The following documents provide information regarding communications interfaces: 

• VA AcS Solution SDD 
• VA AcS Solution Interface Control Document (ICD) 

4.2 Hardware Interfaces 
The VA AcS Solution SDD provides information regarding hardware interfaces. 

4.3 Software Interfaces 
The VA AcS Solution SDD provides information regarding software interfaces. 

4.4 User Interfaces 
The user interfaces are described in section 2.6.5.1 and section 2.14. 

5 Legal, Copyright, and Other Notices 
Independent and product-specific information pertaining to legal, copyright, and other notices is 
available externally (e.g., organization/product websites and guides). 

6 Purchased Components 
The AcS solution uses existing VA-approved and -procured components. The VA AcS Solution 
SDD provides information regarding purchased components. 

6.1 Defect Source (TOP 5) 
Not applicable  

7 User Class Characteristics 
The user community consists of the following classes: 

• Internal users (internal VA personnel, employees, administrators, and contractors, etc.) 
• External users (DoD, Veterans, doctors, beneficiaries, etc.)  

The user community receives sufficient training to have the basic knowledge and technical skills 
required to successfully use the AcS solution technology: 

• A technical training curriculum is developed and delivered to all levels of staff users. 
This may include user guidelines, in-person training, and computer-based training. 
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• The training curriculum states the expected task completion time for primary and 
secondary users. 

8 Estimation 
The estimation information is not available at this time.  
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Project Software Functional Size and Size-Based Effort and Duration 
Estimate 

Application 
Item A B C D E Total 
Counted Function 
Points 
Estimated Scope 
Growth 
Estimated Size at 
Release 

Size-Based Effort Estimates Labor Hours  Probability 
Low-Effort Estimate – With indicated probability, project will consume no 
more than:  
High-Effort Estimate – With indicated probability, project will consume no 
more than: 

Size-Based Duration Estimates Work Days Probability 
Low-Duration Estimate – With indicated probability, project will consume 
no more than:  
High-Duration Estimate -- With indicated probability, project will consume 
no more than: 

Figure 10: Cumulative Probability (“S-curve”) Chart 
[Insert Cumulative Probability (“S-curve”) Charts here]
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Appendix A: Acronym List and Glossary 
The abbreviations and terms used in this RSD are defined in the Identity and Access Services 
Master Glossary. 

Glossary 
Term Meaning 

3POB Third-Party Onboarding 

JSON JavaScript Object Notation 

OAuth Open Authorization Standard 

STS Security Token Service 
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Appendix B: Requirements Deferred to AcS 2.0 Increment 5 
The following requirements were stated in previous AcS RSDs but were not delivered. They are delivered in AcS 2.0 Increment 5. 

Requirements Document REQ ID REQ Text Change Request ID Code Change 
Request ID 

AcS 2.0 Increment 2 SPEC570.6.1.1.3.1 SSOi shall support LOA-4 user authentication with AcS CR 2139 AcS CCR 3135 
holder-of-key implementation 

AcS 2.0 Increment 2 SPEC570.6.1.1.4.1 SSOi shall support mobile client registration AcS CR 2146 AcS CCR 2499 

AcS 2.0 Increment 2 SPEC570.6.1.1.4.3 SSOi shall support management and enforcement AcS CR 2174 No Associated CCR 
of oAuth policies 

AcS 2.0 Increment 2 SPEC570.6.1.1.4.4 SSOi shall support fine-grained revocation AcS CR 2175 No Associated CCR 

AcS 2.0 Increment 2 SPEC570.6.1.1.4.5 SSOi shall support limiting the number of access or AcS CR 2176 AcS CCR 2731 
refresh tokens 

AcS 2.0 Increment 2 SPEC570.6.1.1.4.6 SSOi shall support self-registration of clients AcS CR 2177 No Associated CCR 

AcS 2.0 Increment 2 SPEC570.6.1.1.5.2 SSOi shall support LOA-4 token exchange with AcS CR 2179 AcS CCR 3140 
holder of key 

AcS 2.0 Increment 2 SPEC570.6.1.2.1.1 SSOi shall support LOA-4 user authentication AcS CR 2184 AcS CCR 3141 

AcS 2.0 Increment 2 SPEC570.6.1.2.3 SSOi shall support VA internal user LOA-4 AcS CR 2223 AcS CCR 2523 
authentication into the SSOi environment 

AcS 2.0 Increment 2 SPEC570.6.1.2.4 SSOi shall support VA application integration at AcS CR 2224 AcS CCR 2524 
LOA-4 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.1 SSOi shall support oAuth from the provider AcS CR 2226 AcS CCR 2526 
perspective 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.2 SSOi shall support oAuth enforcement from AcS CR 2227 AcS CCR 2527 
application perspective 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.3 SSOi shall support mobile client registration AcS CR 2228 AcS CCR 2528 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.5 SSOi shall support management and enforcement AcS CR 2230 AcS CCR 2530 
of oAuth policies 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.6 SSOi shall support fine-grained revocation AcS CR 2231 AcS CCR 2531 
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Requirements Document REQ ID REQ Text Change Request ID Code Change 
Request ID 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.7 SSOi shall support limiting the number of access or AcS CR 2232 AcS CCR 2532 
refresh tokens 

AcS 2.0 Increment 2 SPEC570.6.1.2.6.8 SSOi shall support self-registration of clients AcS CR 2233 AcS CCR 2533 

AcS 2.0 Increment 2 SPEC570.6.1.2.7.5 SSOi IdP shall support issuance of LOA-4 SAML AcS CR 2238 AcS CCR 3107 
token with holder of key 

AcS 2.0 Increment 3 SPEC1448.6.1.4 The Identity Proofing service shall require only one AcS CR 3671 No Associated CCR 
Primary ID in order to be In-Person Proofed 
Primary ID documents for Identity Proofing LOA 2: 
• U.S. Passport or U.S. Passport Card  
• Permanent Resident Card or Alien Registration 

Receipt Card (Form I-551)  
• Foreign passport that contains a temporary I-

551 stamp or temporary I-551 printed notation 
on a machine-readable immigrant visa 

• Employment Authorization Document that 
contains a photograph (Form I-766)  

• Foreign passport with Form I-94 or Form I-94A 
that has the same name as the passport 

• Driver’s license or ID card issued by a State or 
outlying possession of the United States 
provided it contains a photograph or 
information such as name, date of birth, 
gender, height, eye color, and address, ID card 
issued by federal, state or local government 
agencies or entities, provided it contains a 
photograph or information such as name, date 
of birth, gender, height, eye color, and address 
(includes PIVs) 

• U.S. Military ID card (both active and retired 
acceptable) or draft record 

• U.S. Military dependent’s ID card  
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Requirements Document REQ ID REQ Text Change Request ID Code Change 
Request ID 

References:  
• NIST SP 800-63-2, Electronic Authentication 

Guideline, August, 2013 
• Federal Information Processing Standards 

Publication 201-2, Personal Identity 
Verification of Federal Employees and 
Contractors, September, 2013 

• VA Directive 6510, VA Identity and Access 
Management (Draft) 

Access Services 2.0 Increment 5 
Requirements Specification Document 49 March 2015 



Appendix C: SSOe Headers 
The LOA 2+ authentication traits have been updated for this increment. 

Table 10: LOA 2+ Authentication Traits Business Rules 
Authentication Trait (HTTP Header) Required/Optional Source Source Attribute/Trait Name Action If Trait Not Additional Business 

Primary Provided Rules 
(Secondary) 

va_eauth_ICN R MVI ICN Pass User to Third-
Party Credential 
Onboarding 

va_eauth_PID O MVI Person ID (Corporate DB) Pass Null Value 1. If 2 or more PIDs are 
returned, then 
provide all in headers 

va_eauth_filenumber O MVI File Number (BIRLS) Pass Null Value 1. If 2 or more BIRLS 
file numbers are 
returned, then 
provide all in 
headers 

va_eauth_secID R Prov secID Pass User to Third- 1. If 2 or more secID 
Party Credential are returned, then 
Onboarding provide all in 

headers 

va_eauth_dodedipnid O MVI va_eauth_dodedipnid 1. If CSP is DS 1. If 2 or more EDI PI 
LOGON  are returned, then 
a. and EDI PI provide all in 
returned from MVI is headers 
different, then pass 
value from CSP 
b. and EDI PI not in 
MVI, then pass EDI 
PI from CSP 
2. If CSP is not 
DSLOGON, and EDI 
PI is not in MVI, then 
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Authentication Trait (HTTP Header) Required/Optional Source Source Attribute/Trait Name Action If Trait Not Additional Business 
Primary Provided Rules 
(Secondary) 

pass null 

va_eauth_csid R CSP va_eauth_csid Do Not Authenticate 

va_eauth_uid R CSP va_eauth_uid Do Not Authenticate 

va_eauth_hash R CSP va_eauth_hash Do Not Authenticate 

va_eauth_assurancelevel R CSP va_eauth_assurancelevel Do Not Authenticate 

va_eauth_authenticationmethod O CSP va_eauth_authenticationmethod Pass Null Value 

va_eauth_authenticationauthority O CSP va_eauth_authenticationauthority Pass Null Value 

va_eauth_commonname O CSP va_eauth_commonname Pass Null Value 

va_eauth_email O CSP (Prov) email Pass Null Value 1. If email is provided 
by CSP, then pass 
CSP 

2. If email is not 
provided by CSP, 
then pass Prov value 

va_eauth_LastName  R MVI va_eauth_LastName Do Not Authenticate 

va_eauth_FirstName  O MVI va_eauth_FirstName Pass Null Value 

va_eauth_MiddleName  O MVI MiddleName  Pass Null Value 

va_eauth_PNID  O MVI (CSP) va_eauth_PNID  Pass Null Value 1. If SSN is provided by 
MVI, then pass MVI 

2. If SSN is not 
provided by MVI, 
then pass CSP 

va_eauth_Prefix  O MVI Prefix  Pass Null Value 

va_eauth_Suffix  O MVI Suffix  Pass Null Value 

va_eauth_Gender  O MVI Gender  Pass Null Value 

va_eauth_DOB O MVI Date of Birth (DOB)  Pass Null Value 
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Authentication Trait (HTTP Header) Required/Optional Source Source Attribute/Trait Name Action If Trait Not Additional Business 
Primary Provided Rules 
(Secondary) 

va_eauth_transactionID R SSOe Transaction ID for session user Do Not Authenticate 

va_eauth_IssueInstant R CSP The time of authentication to the Do Not Authenticate 
CSP 

va_eauth_csp_object O CSP Derived JSON package of CSP’s Pass Null Value 
additional traits* 

va_eauth_mhvien O MVI MHV IEN Pass NOT_FOUND 1. If two or more MHV 
(MHV)  IENs are returned, 

then put all in 
headers  

va_eauth_street O MVI (CSP) va_eauth_street Pass Null Value 

va_eauth_street_2 O MVI (CSP) va_eauth_street Pass Null Value 

va_eauth_street_3 O MVI (CSP) va_eauth_street Pass Null Value 

va_eauth_city O MVI (CSP) va_eauth_city Pass Null Value 

va_eauth_state O MVI (CSP) va_eauth_state Pass Null Value 

va_eauth_country O MVI (CSP) va_eauth_country Pass Null Value 

va_eauth_postalcode O MVI (CSP) va_eauth_postalcode Pass Null Value 

CSP Data Only R SSOe N/A 

IAM Service Down R SSOe N/A 

*Data elements from the va_eauth_csp_object must not be used to override the elements provided in the common authentication traits.  

Notes:  

a. Required means that if this data element is not available from the Primary Source, do not authenticate the user 
b. Optional means that if this data element is not available from the Primary Source take alternative action 
c. Pass User to Third-Party Credential Onboarding  

o Pass Null Value in header 
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o Pass Value from secondary source  
o Other as specified in the business rules table 
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Appendix D: CRISP Onboarding Activity Diagram 
The following activity diagram describes the IAM Prov-enabled CRISP onboarding process. 
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Taylor, Bruce @ EngilityCorp 


 


 
 


 
 


   
 


   
 


 


From: Wharton, Jerry <Jerry.Wharton@va.gov> 
Sent: Thursday, October 30, 2014 2:25 PM 
To: Lotier, Linda  (HPTI/DRC); Mims, Mike L; Podolec, Jeff; Wulf, David W. 
Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, 


Jeffrey (HPTI/DRC); Taylor, Bruce R.  (DRC); Taylor, Bruce @ EngilityCorp 
Subject: RE: Email Approval on AcS 2.0 Increment 5 RSD 


Approve.  
 


Jerry E Wharton 
jerry.wharton@va.gov   
Identity  and  Access  Management  PM  
Phone:  (713)  589‐9290   
BB:  (832)  691‐6818  
Cell:  (504)  975‐9296  
Cellular  email:  5049759296@tmomail.net   
“If  it’s  broken,  fix  it.   If  it’s  working,  improve  it.”  
 
 


From: Lotier, Linda (HPTI/DRC)  

Sent:  Wednesday, October 29, 2014 3:46 PM 

To: Mims, Mike L; Podolec, Jeff; Wharton, Jerry; Wulf, David W. 

Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, Jeffrey (HPTI/DRC); Taylor, 

Bruce R. (DRC); Taylor . Bruce 

Subject:  Email Approval on AcS 2.0 Increment 5 RSD 

 
Mike,  Jeff  P.,  Jerry,  and  David,  
 
This  email  is  intended  only  to  replace  the  electronic  signature  under  your  name.  
 


The  work  on  the  VA  “AcS  2.0  Increment  5  RSD”,  attached  document  was  completed  and  the  documents  were  
submitted  to  you  for  your  review.   If  you  agree  with  the  content  of  this  document  and  approve  this  document,  then  
please  simply  REPLY  ALL  with  the  word  "Approved",  in  the  body  of  your  reply  to  this  e‐mail.   Your  reply  will  serve  as  
your  Approval  Signature  on  the  "Approval  Signatures"  page  within  the  approved  document.   


 
Thank  you.  
 
Linda Lotier   
Sr. Functional Business Analyst, IAM 


950 North Glebe Road, Suite 700 
Arlington, VA 22203-4173 
Office: (571)319-4637 |  Cell: (301) 466-8238 |  RO: (301) 916-1694 
Remote Office Monday and Friday 
Linda.Lotier@engilitycorp.com| www.engilitycorp.com 
Linda.Lotier@va.gov 
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Taylor, Bruce @ EngilityCorp 


From: Podolec, Jeff <Jeff.Podolec@va.gov> 
Sent: Thursday, October 30, 2014 2:29 PM 
To: Wharton, Jerry; Lotier, Linda (HPTI/DRC); Mims, Mike L; Wulf, David W. 
Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, 


Jeffrey (HPTI/DRC); Taylor, Bruce R.  (DRC); Taylor, Bruce @ EngilityCorp 
Subject: RE: Email Approval on AcS 2.0 Increment 5 RSD 


Approved  
 


From:  Wharton, Jerry  
Sent:  Thursday, October 30, 2014 2:25 PM 
To: Lotier, Linda (HPTI/DRC); Mims, Mike L; Podolec, Jeff; Wulf, David W. 
Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, Jeffrey (HPTI/DRC); Taylor, 
Bruce R. (DRC); Taylor . Bruce 
Subject:  RE: Email Approval on AcS 2.0 Increment 5 RSD  
 
Approve.  
 


Jerry E Wharton 
jerry.wharton@va.gov   
Identity  and  Access  Management  PM  
Phone:  (713)  589‐9290   
BB:  (832)  691‐6818  
Cell:  (504)  975‐9296  
Cellular  email:  5049759296@tmomail.net   
“If  it’s  broken,  fix  it.   If  it’s  working,  improve  it.”  
 
 


From: Lotier, Linda (HPTI/DRC)  

Sent:  Wednesday, October 29, 2014 3:46 PM 

To: Mims, Mike L; Podolec, Jeff; Wharton, Jerry; Wulf, David W. 

Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, Jeffrey (HPTI/DRC); Taylor, 

Bruce R. (DRC); Taylor . Bruce 

Subject:  Email Approval on AcS 2.0 Increment 5 RSD 

 
Mike,  Jeff  P.,  Jerry,  and  David,  
 
This  email  is  intended  only  to  replace  the  electronic  signature  under  your  name.  
 


The  work  on  the  VA  “AcS  2.0  Increment  5  RSD”,  attached  document  was  completed  and  the  documents  were  
submitted  to  you  for  your  review.   If  you  agree  with  the  content  of  this  document  and  approve  this  document,  then  
please  simply  REPLY  ALL  with  the  word  "Approved",  in  the  body  of  your  reply  to  this  e‐mail.   Your  reply  will  serve  as  
your  Approval  Signature  on  the  "Approval  Signatures"  page  within  the  approved  document.   


 
Thank  you.  
 
Linda Lotier   
Sr. Functional Business Analyst, IAM 
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950 North Glebe Road, Suite 700
 
Arlington, VA 22203-4173
 
Office: (571)319-4637 |  Cell: (301) 466-8238 |  RO: (301) 916-1694 

Remote Office Monday and Friday
 
Linda.Lotier@engilitycorp.com| www.engilitycorp.com 
Linda.Lotier@va.gov 
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Taylor, Bruce @ EngilityCorp 


From: Wulf, David W. <David.Wulf@va.gov> 
Sent: Thursday, October 30, 2014 9:22 AM 
To: Lotier, Linda  (HPTI/DRC); Mims, Mike L; Podolec, Jeff; Wharton, Jerry 
Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, 


Jeffrey (HPTI/DRC); Taylor, Bruce R.  (DRC); Taylor, Bruce @ EngilityCorp; Farmer, 
Dennis; Cabrera Guardia, Monica (BAH); Behr, Steven (BAH) 


Subject: RE: Email Approval on AcS 2.0 Increment 5 RSD 


Approved.   
 


Dave  Wulf,  CIPP/CISSP  
Identity  &  Access  Management  
Business  Program  Management  Office  
Office:  (202)  632‐4362  
Cell: (304) 266‐0377 


vaww.iam.va.gov 


From: Lotier, Linda (HPTI/DRC) 

Sent: Wednesday, October 29, 2014 4:46 PM 

To: Mims, Mike L; Podolec, Jeff; Wharton, Jerry; Wulf, David W. 

Cc: White, Andrew (BAH); DeAntonio, Damien (HPTI); Vance, Debra (HPTI); Kindschuh, Jeffrey (HPTI/DRC); Taylor, 

Bruce R. (DRC); Taylor . Bruce 

Subject: Email Approval on AcS 2.0 Increment 5 RSD 



Mike, Jeff P., Jerry, and David, 


This email is intended only to replace the electronic signature under your name. 


The work on the VA “AcS 2.0 Increment 5 RSD”, attached document was completed and the documents were 
submitted to you for your review. If you agree with the content of this document and approve this document, then 
please simply REPLY ALL with the word "Approved", in the body of your reply to this e‐mail. Your reply will serve as 
your Approval Signature on the "Approval Signatures" page within the approved document. 


Thank you. 


Linda Lotier 
Sr. Functional Business Analyst, IAM 


950 North Glebe Road, Suite 700 
Arlington, VA 22203-4173 
Office: (571)319-4637 |  Cell: (301) 466-8238 |  RO: (301) 916-1694 
Remote Office Monday and Friday 
Linda.Lotier@engilitycorp.com| www.engilitycorp.com 
Linda.Lotier@va.gov 


1 








Taylor, Bruce @ EngilityCorp 


From: Taylor, Bruce R.  (DRC) <Bruce.Taylor3@va.gov> 
Sent: Monday, November 17, 2014 4:47 PM 
To: Taylor, Bruce @ EngilityCorp 
Subject: FW: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 


 
 


From: Turner, Carol (Tuscaloosa)  

Sent:  Monday, November 17, 2014 10:47 AM 

To: Vance, Debra (HPTI); Wharton, Jerry; Mims, Mike L; Rockwern, Brooke (Cooper Thomas, LLC) 

Cc: Lotier, Linda (HPTI/DRC); Kindschuh, Jeffrey (HPTI/DRC); Taylor, Bruce R. (DRC); Rivera, Robin H. (HPTi/DRC); 

Temlitz, Sara 
 
Subject:  RE: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 

 
Approved as noted below. 
 
Carol Turner  
Healthcare Identity Management (HC  IdM) Team  
VHA Office  of Informatics and Analytics (10P2C)  
Tuscaloosa OIFO  
Phone: 205-554-4698  
Fax:  205-554-3450  
E-mail: Carol.Turner@va.gov  
 
Check out the HC IdM website for IdM Directives and Guidelines, MVI POC List, and more!  
 
From: Vance, Debra (HPTI)
   
Sent:  Monday, November 17, 2014 9:30 AM 

To: Wharton, Jerry; Mims, Mike L; Rockwern, Brooke (Cooper Thomas, LLC); Turner, Carol (Tuscaloosa) 
 
Cc: Lotier, Linda (HPTI/DRC); Kindschuh, Jeffrey (HPTI/DRC); Taylor, Bruce R. (DRC); Rivera, Robin H. (HPTi/DRC); 

Temlitz, Sara 
 
Subject:  RE: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 

 
Adding  Carol  Turner  –
  
Carol  –  Mike’s  OOO  email  indicates  you  are  acting  for  him  while  he  is  out  this  week.   Can  you  provide  the  IPT  approval
  
requested  below?   Thank  you. 
 
 


From:  Wharton, Jerry  
Sent:  Monday, November 17, 2014 10:15 AM 
To: Mims, Mike L; Vance, Debra (HPTI); Rockwern, Brooke (Cooper Thomas, LLC) 
Cc: Lotier, Linda (HPTI/DRC); Kindschuh, Jeffrey (HPTI/DRC); Taylor, Bruce R. (DRC); Rivera, Robin H. (HPTi/DRC) 
Subject:  RE: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 
Importance: High  
 
Mike,  
 
Please  note  that  we  will  be  proceeding  with  the  PMAS  brief  tomorrow  in  which  this  is  needed  in  advance.    
 
Thanks,  
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Jerry E Wharton 
jerry.wharton@va.gov   
Identity  and  Access  Management  PM  
Phone:  (713)  589‐9290   
BB:  (832)  691‐6818  
Cell:  (504)  975‐9296  
Cellular  email:  5049759296@tmomail.net   
“If  it’s  broken,  fix  it.   If  it’s  working,  improve  it.”  
 
 


From: Vance, Debra (HPTI)
   
Sent:  Monday, November 17, 2014 8:09 AM 

To: Rockwern, Brooke (Cooper Thomas, LLC); Mims, Mike L 
 
Cc: Lotier, Linda (HPTI/DRC); Kindschuh, Jeffrey (HPTI/DRC); Taylor, Bruce R. (DRC); Wharton, Jerry; Rivera, Robin H. 

(HPTi/DRC) 
 
Subject:  RE: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 

 


Mike, 



The following IAM document(s) were voted on and approved by the IAM IPT on 9/24/2014
  


Please Reply All indicating your approval.
   


  AcS  Phase  2  Milestone  1  Increment  5
   


  Access  Services  2.0  i5  RSD  
  


 


Your approval will serve as the IAM IPT acceptance and indicated in the published versions of the 

document(s) listed below. 



Thank you. 



Debi 



 
 


From: Rockwern, Brooke (Cooper Thomas, LLC)  
Sent:  Tuesday, November 04, 2014 5:03 PM 
To: Rockwern, Brooke (Cooper Thomas, LLC); Mims, Mike L; Prietula, Laura V., CBO; Wharton, Jerry; Bellezza, Mark A.; 
Whalen, Kara, HRC; Megas, Katerina; Bias, Cynthia; Kern, Patricia (BITS, Inc); Tribby, Colleen (Dell); Rivera, Robin H. 
(HPTi/DRC); Allen, Andrew (HPTi); Elhadri, Mohamed; Sardeshmukh, Ujwala, VBAVACO; McGrail, Tim; Baggs, Marcus; 
Wiita, Nancy; Tran, Dat VACO; Kitts, Denise; Rucker, Negest  J. (BITS); 'janine.groth@osd.pentagon.mil'; Stallings, Pat 
(Dell); Temlitz, Sara; Vance, Debra (HPTI); 'steve.dellaporta.ctr@osd.pentagon.mil'; 'larry.fobian.ctr@osd.pentagon.mil'; 
'douglas.felton@osd.mil'; Bland, Alexander; Gattadahalli, Prathibha (BAH); Insley, Marcia; Podolec, Jeff; Noel, Linda; 
Fong, Byron; Kuehn, Robert, VBAVACO; Tellez,  Ray, VBAVACO; Snyder, Dennis J., VAVBACO; 'keiben@mitre.org'; 
Benson, Aimee, VBAVACO; Baker, Kevin, HRC; Berg, Marcia; Smith,  Sherry-Lynne, OEDAUSTIN; Power, Kenyonna, 
VBAVACO; Cunningham, Robert; Kindschuh, Jeffrey (HPTI/DRC); Nelson, Susan (SLC); Decker, Dana; Keane, Peter M. 
((HPTI/DRC); Mathew, Elizabeth J. (Insignia); Awe, Jide (HPTI); Rowe, Michelle (CBO); McIntosh, Renae (ASGI); Awe, 
Jide; Williams, Bradley M. (HPTi); Carr, Robert (Mike), VBAVACO; Bryceland, Frank, VBAVACO; Ventucci, Barbara (HPTI); 
Hayes, Kevin; Mancini, Paul; Dore, Michael; Clark, Rhonna; Judy, Cindy (HPTi); Harris, Tanya (HPTi); Ficchi, Adrienne; 
DeAntonio, Damien (HPTI); Humphrey, Becky; Ziadi, Hisham; Harbin, Lynne; Reed, Danny L; 'jkemple@drc.com'; 
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Mechalske, Cliff; Mechalske, Clifford (BAH); Russ, Howell (HPTI/DRC); Ball, Michael F. (Electrosoft Services, Inc.); 
'jfiincher@electrosoft-inc.com'; MacNeill, Roxana (BAH); Vessels, Perry L. (HPTi/DRC); Lawton-Belous, Joshua; Dang, 
Trisha, VBAVACO; Wulf, David W.; Fontaine, Frank (7Delta); McDonald, Kevin T. (HPTi); Goel, Yogendra  (HPTi/DRC); 
Ensor, Richard (HPTI/DRC); Lotier, Linda (HPTI/DRC); Bowers, Kenneth A (DRC/Engility); Coyne, Ed (HPTi/DRC); Wigton,  
William; Jordan, Kevin (HPTI); Ettinger, Brian G. (Insignia); Barnes, Bill; Womack, Kimberly; Griffin, Stephania; Neilson,  
Amy S. (DRC); Bennett, Jamie; Solomon, Keisha (DRC/HPTi)); 'ksolomon@drc.com'; Heuer, Cindy; Egbert, Barry 
(BYLIGHT); Boire, Jason D. (HPTi); Kiboti, Patrick (DRC); Chesney,  Christine M.; Allen, Monique B.; Barker, Mark D.; 
Valverde, Joel (HPTi); Taylor, Michael, VBAVACO; Napier, Thomas Z.; Marcayda, Hector E.; Krajewski, Michele; Crowell,  
Bruce, Evoke_AUSTIN; 'mark.lennon@associatedveterans.com'; 'tanya.harris@icfi.com'; 
'prathibha_gattadahalli@sra.com'; Dobson, Devana L (OIA); Ballard, Amanda R. (HPTi/DRC); 'aballard@drc.com'; 
'james.laudermilk@7delta.com'; OIS IAM; Voigt, Bruce, VBAVACO; Pessagno, Bernadette; 'Case, Lynne M.(Aquilent)'; 
'Wilson . Keith'; Thomas, Brenda; 'Robinson . Gary'; Enterprise Architecture; 'Ensor . Richard'; 
'Monica.cabrera@mbltechnologies.com'; 'Thomas.dewispelaere@mbltechnologies.com'; 'Steve.Mansfield@7delta.com'; 
'Brooke.Rockwern@cooperthomas.com'; Bell, Shelby; Grimm, Thomas R.; Gelberd, Barbara (FirstView); Shawn, 
Christopher A.; Baker, Laurie, VBAVACO_Austin; 'aramis.calderon@evokeconsulting.com'; 'Mamode Ufomata'; 
'aallen@drc.com'; 'kmcdonald@icfi.com'; Thompson, Dianne; 'ryan.jenkins@mbltechnologies.com'; 
'brittany.taylor@mbltechnologies.com'; 'Ventucci . Barbara (BVentucci@drc.com)'; Blockburger, Joshua D.; Robertson,  
John H.; 'bgelberd@drc.com'; 'Deepti Ananthramu (deepti.ananthramu@evokeconsulting.com)'; Horton, John E. (SRA);  
Sastry, Anand (HPTI); Singh, Mandeep, CBO (ASGI); Ananthramu, Deepti, VBAVACO; Laudermilk, James (BAH); Kruja, 
Erjon (BAH); Umberhind, Jennifer, VBAVACO; Kittles, Felicia P.; Stevenson, April; Gibson, Lauren (HPTI/DRC); Walton, 
Yvette, VBAVACO; Boring, James (NDC ISO); Ali, Mehwish S., VBAVACO; Mueller, Natalie M. (Cooper Thomas); Natalie 
Mueller (NatalieMueller@cooperthomas.com) 
Cc: 'kevin.mcdonald@icfi.com'; Bogden, Nicholas; 'Pat Kern'; Grooms, Anthony; Whitcher, Dan, VBAVACO; 
michael.huddleston@7delta.com; Huddleston, Michael H. (BAH); Carton, Denise; chiapa_udoye_chi@bah.com  
Subject: 11.5.14 VRM IAM IPT Agenda and Supporting Documents 
 


Hi all,  


   


Please find the agenda and supporting documents for tomorrow’s VRM IAM IPT call attached.  


   


Thanks,  


Brooke   


   


Brooke Rockwern 


VHA Office of Informatics & Analytics 


VHA Data Quality Program 


Cooper Thomas, LLC 
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(202) 465-8884 


Brooke.Rockwern@va.gov 


Brooke.Rockwern@cooperthomas.com 


Attachments: 
AcS 2.0 i5 RSD.docx (4129625 Bytes) 
AcS_2.0_Inc5_IAM IPT.pptx (632425 Bytes) 
IPT agenda item (1236168 Bytes) 
MS 1 Inc5 IAM Access Services Phase2_PreBrief.pptx (994775 Bytes) 
VRM IAM IPT Workstream Agenda 11 5 14.docx (48917 Bytes) 
VRM IAM IPT Workstream Minutes10 22 14.docx (1596338 Bytes) 
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Taylor, Bruce @ EngilityCorp 


From: Taylor, Bruce R.  (DRC) <Bruce.Taylor3@va.gov> 
Sent: Tuesday, December 30, 2014 9:31 AM 
To: Taylor, Bruce @ EngilityCorp 
Subject: FW: VRM IAM IPT e-vote approvals 


 
 


From: Mims, Mike L  
Sent:  Tuesday, December 30, 2014 9:16 AM 
To: Vance, Debra (HPTI); Rockwern, Brooke (Cooper Thomas, LLC); Temlitz, Sara; Podolec, Jeff; Wharton, Jerry; Gibson, 
Lauren (HPTI/DRC); Allen,  Andrew (HPTi); Farmer, Dennis 
Cc: Pope, Nathan B. (Insignia); Reed, Danny L; Mueller, Natalie M. (Cooper  Thomas); Kiboti, Patrick (DRC); Taylor, Bruce 
R. (DRC); Ensor, Richard (HPTI/DRC)  
Subject:  RE: VRM IAM IPT e-vote approvals 
 
Approved.  
 
Michael Mims 
VHA  OIA  HIG  Data  Quality  Program  
Healthcare  Identity  Management  (HC  IdM)  Program  Manager   
205  554‐3452  or  205  394‐0955  
 
Check  out  what  is  happening  in  Data  Quality  on  the  Data  Quality  Website  
 


Classification: Internal and External Use\\Not VA Sensitive  
This message has been categorized by Mims, Mike L on Tuesday, December 30, 2014 at 8:16:23 AM in accordance with VA  Handbook 6500  


From: Vance, Debra (HPTI)   
Sent:  Monday, December 22, 2014 9:33 AM 
To: Rockwern, Brooke (Cooper Thomas, LLC); Mims, Mike L; Temlitz, Sara; Podolec, Jeff; Wharton, Jerry; Gibson, Lauren  
(HPTI/DRC); Allen, Andrew (HPTi); Farmer, Dennis 
Cc: Pope, Nathan B. (Insignia); Reed, Danny L; Mueller, Natalie M. (Cooper Thomas); Kiboti, Patrick (DRC); Taylor, Bruce 
R. (DRC); Ensor, Richard (HPTI/DRC)  
Subject:  RE: VRM IAM IPT e-vote approvals 
 


Mike-. 


The following IAM document(s) were voted on and approved by the IAM IPT on 12.22.14  


Please Reply All indicating your approval.   


  AcS  MTP  i4  –  70% 
 
  CRs  to  the  AcS  2.0  i5  RSD  –  77% 
 
   Increment  13  SDD  –  70%
   


Your approval will serve as the IAM IPT acceptance and indicated in the published versions of the 
document(s) listed above. 
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Thank you. 


Debi  
 


From: Rockwern, Brooke (Cooper Thomas, LLC)  

Sent:  Monday, December 22, 2014 9:05 AM 

To: Mims, Mike L; Temlitz, Sara; Podolec, Jeff; Vance, Debra (HPTI); Wharton, Jerry; Gibson, Lauren (HPTI/DRC); Allen,
  
Andrew (HPTi); Farmer, Dennis 

Cc: Pope, Nathan B. (Insignia); Reed, Danny L; Mueller, Natalie M. (Cooper Thomas) 

Subject:  RE: VRM IAM IPT e-vote approvals 

 
Hi  there  –  just  received  the  final  e‐vote  needed  for  the  i13  SDD.   
 
The  following  items  have  been  approved  via  e‐vote:  
  AcS  MTP  i4  –  70%  
  CRs  to  the  AcS  2.0  i5  RSD  –  77%  
   Increment  13  SDD  –  70%   


 
Thank  you,  
Brooke  
 
 


From: Rockwern, Brooke (Cooper Thomas, LLC)  
Sent:  Monday, December 22, 2014 8:57 AM 
To: Mims, Mike L; Temlitz, Sara; Podolec, Jeff; Vance, Debra (HPTI); Wharton, Jerry; Gibson, Lauren (HPTI/DRC); Allen,  
Andrew (HPTi); Farmer, Dennis 
Cc: Pope, Nathan B. (Insignia); Reed, Danny L  
Subject:  VRM IAM IPT e-vote approvals 
 
Good  morning  –  
 
The  following  items  have  been  approved  via  e‐vote:  
 


  AcS  MTP  i4  –  70% 
 
  CRs  to  the  AcS  2.0  i5  RSD  –  77% 
 


 
There  is  still  one  outstanding  vote  for  the  i13  SDD.  I  will  follow  up  as  soon  as  I  receive  the  vote.   
 
Thanks,  
Brooke  
 
 
 


Brooke Rockwern 
VHA  OIA  HIG  Data  Quality  Program  
Cooper  Thomas,  LLC  
(202)  465‐8884  
 
Check  out  what  is  happening  in  Data  Quality  on  the  Data  Quality  Website  
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Taylor, Bruce @ EngilityCorp 


From: Taylor, Bruce R.  (DRC) <Bruce.Taylor3@va.gov> 
Sent: Friday, February 13, 2015 11:01 AM 
To: Taylor, Bruce @ EngilityCorp 
Subject: FW: 2-11-2015 VRM IAM IPT Bi-Weekly Meeting 


 
 


From: Mims, Mike L  

Sent: Friday, February 13, 2015 10:59 AM 

To: Vance, Debra (HPTI) 

Cc: Mueller,  Natalie M. (Cooper Thomas); Rockwern, Brooke (Cooper Thomas, LLC); Temlitz, Sara; Wharton, Jerry; 

Podolec, Jeff; Rivera, Robin H. (HPTi/DRC); Kindschuh, Jeffrey (HPTI/DRC); Kiboti, Patrick (DRC); Allen, Andrew (HPTi); 

Harris, Tanya (HPTi); Neal, Tamara G.; Farmer, Dennis; Taylor, Bruce R. (DRC); Pope, Nathan B. (Insignia); Benintente, 

Lisa (Insignia Technology Services) 

Subject:  RE: 2-11-2015 VRM IAM IPT Bi-Weekly Meeting 

 
Approved.  
 
Michael Mims 
VHA  OIA  HIG  Data  Quality  Program  
Healthcare  Identity  Management  (HC  IdM)  Program  Manager   
205  554‐3452  or  205  394‐0955  
 
Check  out  what  is  happening  in  Data  Quality  on  the  Data  Quality  Website  
 


Classification: Internal and External Use\\Not VA Sensitive  
This message has been categorized by Mims, Mike L on Friday, February 13, 2015 at 9:58:42 AM in accordance with VA Handbook 6500  


From: Vance, Debra (HPTI)
   
Sent: Friday, February 13, 2015 9:44 AM 

To: Mims, Mike L 

Cc: Mueller,  Natalie M. (Cooper Thomas); Rockwern, Brooke (Cooper Thomas, LLC); Temlitz, Sara; Wharton, Jerry; 

Podolec, Jeff; Rivera, Robin H. (HPTi/DRC); Kindschuh, Jeffrey (HPTI/DRC); Kiboti, Patrick (DRC); Allen, Andrew (HPTi); 

Harris, Tanya (HPTi); Neal, Tamara G.; Farmer, Dennis; Taylor, Bruce R. (DRC); Pope, Nathan B. (Insignia); Benintente, 

Lisa (Insignia Technology Services) 

Subject:  RE: 2-11-2015 VRM IAM IPT Bi-Weekly Meeting 

 


Mike-. 


The following IAM document(s) were voted on and approved by the IAM IPT on 2.11.15  


Please Reply All indicating your approval.   


  MVI  Increment  13  MS2  PMAS  


  IAM  Access  Services  Milestone  3  


  IAM  Access  Services  Phase  2  Milestone  1  


  MVI  i14  RSD   
1 







 


 


 


  CRs  to  VAAFI  i4  RSD   


  CRs  to  AcS  2.0  i5  RSD   


Your  approval will serve as the IAM IPT acceptance and indicated in the published versions of the 
document(s) listed above. 


Thank you. 


 


Debi Vance Skaff 
VRM  IAM  Lead  Analyst  
Office:   352.332.4527  
Cell:  571.969.9017  
debra.vance@va.gov  


 


 
 


From: Mueller, Natalie M. (Cooper Thomas)  
Sent:  Tuesday, February 10, 2015 4:10 PM 
To: Mims, Mike L; Rockwern, Brooke (Cooper Thomas, LLC); Prietula, Laura V., CBO; Wharton, Jerry; Bellezza, Mark A.; 
Whalen, Kara, HRC; Bias, Cynthia; Kern, Patricia (BITS, Inc); Tribby, Colleen (Dell); Rivera, Robin H. (HPTi/DRC); Allen,  
Andrew (HPTi); Elhadri, Mohamed; Sardeshmukh, Ujwala, VBAVACO; McGrail, Tim; Baggs, Marcus; Wiita, Nancy; Tran, 
Dat VACO; Kitts, Denise; Rucker, Negest J. (BITS); 'janine.groth@osd.pentagon.mil'; Stallings, Pat (Dell); Temlitz, Sara; 
Vance, Debra (HPTI); 'steve.dellaporta.ctr@osd.pentagon.mil'; 'larry.fobian.ctr@osd.pentagon.mil'; 
'douglas.felton@osd.mil'; Bland, Alexander; Gattadahalli, Prathibha (BAH); Insley, Marcia; Podolec, Jeff; Noel, Linda; 
Fong, Byron; Kuehn, Robert, VBAVACO; Tellez,  Ray, VBAVACO; Snyder, Dennis J., VAVBACO; 'keiben@mitre.org'; 
Benson, Aimee, VBAVACO; Baker, K. Mitch (CBOPC); Berg,  Marcia; Smith, Sherry-Lynne, OEDAUSTIN; Power, Kenyonna, 
VBAVACO; Cunningham, Robert; Kindschuh, Jeffrey (HPTI/DRC); Decker, Dana; Keane, Peter M. ((HPTI/DRC); Mathew, 
Elizabeth J. (Insignia); Awe, Jide (HPTI); Rowe, Michelle (CBO); McIntosh, Renae (ASGI); Awe, Jide; Williams, Bradley M. 
(HPTi); Carr, Robert (Mike), VBAVACO; Bryceland, Frank, VBAVACO; Hayes, Kevin; Mancini, Paul (ERM); Dore, Michael;  
Clark, Rhonna; Judy, Cindy (HPTi); Harris, Tanya (HPTi); Ficchi, Adrienne; DeAntonio, Damien (HPTI); Humphrey, Becky; 
Ziadi, Hisham; Harbin, Lynne; Reed, Danny L; 'jkemple@drc.com'; Mechalske, Cliff; Mechalske, Clifford (BAH); Russ, 
Howell (HPTI/DRC); 'jfiincher@electrosoft-inc.com'; Vessels, Perry L. (HPTi/DRC); Lawton-Belous, Joshua (DISABLED 
ACCT); Dang, Trisha, VBAVACO; Wulf, David W.; Fontaine, Frank (7Delta); McDonald, Kevin T. (HPTi); Goel, Yogendra  
(HPTi/DRC); Ensor, Richard (HPTI/DRC); Lotier, Linda (HPTI/DRC); Bowers, Kenneth A (DRC/Engility); Wigton, William; 
Ettinger, Brian G. (Insignia); Barnes, Bill; Womack, Kimberly; Griffin, Stephania; Neilson, Amy S. (DRC); Bennett, Jamie; 
Solomon, Keisha (DRC/HPTi)); 'ksolomon@drc.com'; Heuer, Cindy; Egbert, Barry (BYLIGHT); Boire, Jason D. (HPTi); 
Kiboti, Patrick (DRC); Chesney, Christine M.; Allen, Monique B.; Barker, Mark D.; Valverde, Joel (HPTi); Taylor, Michael,  
VBAVACO; Napier, Thomas Z.; Marcayda, Hector E.; Krajewski, Michele; 'tanya.harris@icfi.com'; Dobson, Devana L (OIA); 
Ballard, Amanda R. (HPTi/DRC); 'aballard@drc.com'; 'james.laudermilk@7delta.com'; OIS IAM; Voigt, Bruce, VBAVACO;  
'Wilson . Keith'; Thomas, Brenda; 'Robinson . Gary'; Enterprise Architecture; 'Ensor . Richard'; 
'Monica.cabrera@mbltechnologies.com'; 'Thomas.dewispelaere@mbltechnologies.com'; 
'Brooke.Rockwern@cooperthomas.com'; Bell, Shelby; Grimm, Thomas R.; Gelberd, Barbara (FirstView); Shawn, 
Christopher A.; Baker, Laurie, VBAVACO_Austin; 'Mamode Ufomata'; 'aallen@drc.com'; 'kmcdonald@icfi.com'; 
'ryan.jenkins@mbltechnologies.com'; 'brittany.taylor@mbltechnologies.com'; ''Ventucci . Barbara'; Blockburger, Joshua D.; 
Robertson, John H.; 'bgelberd@drc.com'; ''Deepti Ananthramu'; Horton, John E. (SRA); Sastry, Anand (HPTI); 
'kevin.mcdonald@icfi.com'; Bogden, Nicholas; Grooms, Anthony; Singh, Mandeep, CBO (ASGI); Ananthramu, Deepti, 
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VBAVACO; Laudermilk, James (BAH); Kruja, Erjon (BAH); Umberhind, Jennifer, VBAVACO; Kittles, Felicia P.; Whitcher, 
Dan, VBAVACO; Stevenson, April; Gibson, Lauren (HPTI/DRC); 'michael.huddleston@7delta.com'; Huddleston, Michael H. 
(BAH); Walton, Yvette, VBAVACO; Boring, James (NDC ISO); Carton, Denise; Ali, Mehwish S., VBAVACO; 
'chiapa_udoye_chi@bah.com'; 'Natalie Mueller'; Ford, Dwight; Layton, Christopher; 'kim.brumley@schatzpublishing.com'; 
Ufomata, Mamode O., VBAVACO; Ventucci, Barbara (HPTI); Tarbert, Brian L. (FirstView/Engility); Neal, Tamara G. 
Subject: 2-11-2015 VRM IAM IPT Bi-Weekly Meeting 


Hi All, 


Please find the agenda, last week’s minutes, and supporting presentations for tomorrow’s call. Please note 
that the two AcS presentations will be sent tomorrow morning. Also, as Brooke is on travel, I will be covering 
for her during the meeting. 


Thanks, 


Natalie  Mueller  


VHA  Office  of  Informatics  &  Analytics   


VHA  Data  Quality  Program   


Cooper  Thomas,  LLC  


(202)‐739‐2487  


Natalie.Mueller@va.gov  


Natalie.Mueller@cooperthomas.com  


-----Original Appointment----- 
From: Mims, Mike L  
Sent:  Monday, January 26, 2015 3:33 PM  
To: Mims, Mike L; Rockwern, Brooke (Cooper Thomas, LLC); Prietula, Laura V., CBO; Wharton, Jerry; Bellezza, Mark A.; 
Whalen, Kara, HRC; Bias, Cynthia; Kern, Patricia (BITS, Inc); Tribby, Colleen (Dell); Rivera, Robin H. (HPTi/DRC); Allen,  
Andrew (HPTi); Elhadri, Mohamed; Sardeshmukh, Ujwala, VBAVACO; McGrail, Tim; Baggs, Marcus; Wiita, Nancy; Tran, 
Dat VACO; Kitts, Denise; Rucker, Negest J. (BITS); 'janine.groth@osd.pentagon.mil'; Stallings, Pat (Dell); Temlitz, Sara; 
Vance, Debra (HPTI); 'steve.dellaporta.ctr@osd.pentagon.mil'; 'larry.fobian.ctr@osd.pentagon.mil'; 
'douglas.felton@osd.mil'; Bland, Alexander; Gattadahalli, Prathibha (BAH); Insley, Marcia; Podolec, Jeff; Noel, Linda; 
Fong, Byron; Kuehn, Robert, VBAVACO; Tellez,  Ray, VBAVACO; Snyder, Dennis J., VAVBACO; 'keiben@mitre.org'; 
Benson, Aimee, VBAVACO; Baker, K. Mitch (CBOPC); Berg,  Marcia; Smith, Sherry-Lynne, OEDAUSTIN; Power, Kenyonna, 
VBAVACO; Cunningham, Robert; Kindschuh, Jeffrey (HPTI/DRC); Decker, Dana; Keane, Peter M. ((HPTI/DRC); Mathew, 
Elizabeth J. (Insignia); Awe, Jide (HPTI); Rowe, Michelle (CBO); McIntosh, Renae (ASGI); Awe, Jide; Williams, Bradley M. 
(HPTi); Carr, Robert (Mike), VBAVACO; Bryceland, Frank, VBAVACO; Hayes, Kevin; Mancini,  Paul; Dore, Michael; Clark,  
Rhonna; Judy, Cindy (HPTi); Harris, Tanya (HPTi); Ficchi, Adrienne; DeAntonio, Damien (HPTI); Humphrey, Becky; Ziadi,  
Hisham; Harbin, Lynne; Reed, Danny L; 'jkemple@drc.com'; Mechalske, Cliff; Mechalske, Clifford (BAH); Russ, Howell 
(HPTI/DRC); 'jfiincher@electrosoft-inc.com'; Vessels, Perry L. (HPTi/DRC); Lawton-Belous, Joshua (DISABLED ACCT); 
Dang, Trisha, VBAVACO; Wulf, David W.; Fontaine, Frank (7Delta); McDonald, Kevin T. (HPTi); Goel, Yogendra 
(HPTi/DRC); Ensor, Richard (HPTI/DRC); Lotier, Linda (HPTI/DRC); Bowers, Kenneth A (DRC/Engility); Wigton, William; 
Ettinger, Brian G. (Insignia); Barnes, Bill; Womack, Kimberly; Griffin, Stephania; Neilson, Amy S. (DRC); Bennett, Jamie; 
Solomon, Keisha (DRC/HPTi)); 'ksolomon@drc.com'; Heuer, Cindy; Egbert, Barry (BYLIGHT); Boire, Jason D. (HPTi); 
Kiboti, Patrick (DRC); Chesney, Christine M.; Allen, Monique B.; Barker, Mark D.; Valverde, Joel (HPTi); Taylor, Michael,  
VBAVACO; Napier, Thomas Z.; Marcayda, Hector E.; Krajewski, Michele; 'tanya.harris@icfi.com'; Dobson, Devana L (OIA); 
Ballard, Amanda R. (HPTi/DRC); 'aballard@drc.com'; 'james.laudermilk@7delta.com'; OIS IAM; Voigt, Bruce, VBAVACO;  
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'Wilson . Keith'; Thomas, Brenda; 'Robinson . Gary'; Enterprise Architecture; 'Ensor . Richard'; 
'Monica.cabrera@mbltechnologies.com'; 'Thomas.dewispelaere@mbltechnologies.com'; 
'Brooke.Rockwern@cooperthomas.com'; Bell, Shelby; Grimm, Thomas R.; Gelberd, Barbara (FirstView); Shawn, 
Christopher A.; Baker, Laurie, VBAVACO_Austin; 'Mamode Ufomata'; 'aallen@drc.com'; 'kmcdonald@icfi.com'; 
'ryan.jenkins@mbltechnologies.com'; 'brittany.taylor@mbltechnologies.com'; ''Ventucci . Barbara'; Blockburger, Joshua D.; 
Robertson, John H.; 'bgelberd@drc.com'; ''Deepti Ananthramu'; Horton, John E. (SRA); Sastry, Anand (HPTI); 
'kevin.mcdonald@icfi.com'; Bogden, Nicholas; Grooms, Anthony; Singh, Mandeep, CBO (ASGI); Ananthramu, Deepti, 
VBAVACO; Laudermilk, James (BAH); Kruja, Erjon (BAH); Umberhind, Jennifer, VBAVACO; Kittles, Felicia P.; Whitcher, 
Dan, VBAVACO; Stevenson, April; Gibson, Lauren (HPTI/DRC); 'michael.huddleston@7delta.com'; Huddleston, Michael H. 
(BAH); Walton, Yvette, VBAVACO; Boring, James (NDC ISO); Carton, Denise; Ali, Mehwish S., VBAVACO; 
'chiapa_udoye_chi@bah.com'; Mueller, Natalie M. (Cooper Thomas); 'Natalie Mueller'; Ford, Dwight; Layton, Christopher; 
'kim.brumley@schatzpublishing.com'; Ufomata, Mamode O., VBAVACO; Ventucci, Barbara (HPTI); Tarbert, Brian L. 
(FirstView/Engility); Neal, Tamara G. 
Subject:  VRM IAM IPT Bi-Weekly Meeting 
When: Wednesday, February 11, 2015 12:00 PM-1:00 PM (UTC-05:00) Eastern Time (US & Canada). 
Where: Online Meeting and VANTS 1-800-767-1750 (access code: 11418#)  


PLEASE  DO  NOT  FORWARD  THIS  APPOINTMENT.   Requests  to  add  individuals  to  the  recurring  
appointment  or  to  a  single  appointment  should  be  made  to  Brooke  Rockwern  or  Mike  Mims.   Regular  
attendance  requires  a  signed  NDA  (this  applies  to  both  contractors  AND  federal  employees).   Once  Brooke  
has  received  the  signed  NDA,  she  will  add  the  individual  to  the  appointment.   A  guest  presenter  or  attendee  
may  not  need  to  sign  an  NDA,  but  still  needs  to  be  added  to  the  appointment  by  Brooke  or  Mike.  


 <<  File:  VRM  Acquisition  IPT  NDA.doc  >>   


The  purpose  of  this  call  is  to  provide  bi‐weekly  updates  to  VRM  IAM  IPT  members  and  participants  on  the  
progress  of  the  IPT  project  tasks  and  deliverables.    


Meeting  agendas  and  meeting  minutes  are  distributed  via  email  prior  to  the  call.    


All  agenda  requests  should  be  submitted  to  Brooke  Rockwern.   Agenda  requests  must  be  
submitted  NO  LATER  THAN  the  Monday  before  the  call.   Supporting  materials  may  then  be  
submitted  up  until  12PM  EST  Tuesday.   Requests  not  submitted  by  Monday  COB  may  not  be  
added  to  the  agenda.   Agenda  items  for  which  supporting  materials  have  not  been  received  by  
12PM  Tuesday  may  be  removed  from  the  agenda,  if  the  determination  is  made  that  the  IPT  will  
not  have  enough  time  to  adequately  review  the  item  before  being  asked  to  vote  on  
Wednesday’s  call.  


Please  access  the  VRM  SharePoint  site  for  access  to  previous  agendas,  meeting  minutes,  and  other  supporting  
documents.   You  must  have  a  @va.gov  email  address  to  gain  access  to  the  SharePoint  Portal.    


The  new  VRM  SharePoint  link  is:  


http://vaww.oed.portal.va.gov/sites/vrm/IAM/default.aspx  


Thank  you  for  your  participation!  


Please  use  VANTS  line  for  audio  –  1‐800‐767‐1750  (access  code:  11418#)  


.........................................................................................................................................
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Join online meeting  


https://meet.RTC.VA.GOV/mike.mims/2L7NHCJ4  


Join by Phone   


1-855-767-1051        


Find a local number   


Conference ID: 72262862   


 Forgot your dial-in PIN?  |   First online meeting?      


[!OC([1033])!] 
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Taylor, Bruce @ EngilityCorp 


From: Taylor, Bruce R.(Engility) <Bruce.Taylor3@va.gov> 
Sent: Wednesday, March 25, 2015 3:31 PM 
To: Taylor, Bruce @ EngilityCorp 
Subject: FW: 3-25-14 VRM IAM IPT Bi-Weekly Meeting 


 
 


From: Mims, Mike L  

Sent:  Wednesday, March 25, 2015 2:19 PM 

To: Vance, Debra (HPTI) 

Cc: Rockwern, Brooke (Cooper Thomas, LLC); Temlitz, Sara; Wharton, Jerry; Podolec, Jeff; Rivera, Robin H. (HPTi/DRC); 
 
Kindschuh, Jeffrey (HPTI/DRC); Allen, Andrew (HPTi); Neal, Tamara G.; Farmer, Dennis; Taylor, Bruce R.(Engility); Allen, 

Andrew (HPTi)
  
Subject:  RE: 3-25-14 VRM IAM IPT Bi-Weekly Meeting 

 
Approved.  
 
Michael Mims 
VHA  OIA  HIG  Data  Quality  Program  
Healthcare  Identity  Management  (HC  IdM)  Program  Manager   
205  554‐3452  or  205  394‐0955  
 
Check  out  what  is  happening  in  Data  Quality  on  the  Data  Quality  Website  
 


Classification: Internal and External Use\\Not VA Sensitive  
This message has been categorized by Mims, Mike L on Wednesday, March 25, 2015 at 1:19:27 PM in accordance with VA Handbook 6500  


From: Vance, Debra (HPTI)
   
Sent:  Wednesday, March 25, 2015 11:54 AM 

To: Mims, Mike L 

Cc: Rockwern, Brooke (Cooper Thomas, LLC); Temlitz, Sara; Wharton, Jerry; Podolec, Jeff; Rivera, Robin H. (HPTi/DRC); 
 
Kindschuh, Jeffrey (HPTI/DRC); Allen, Andrew (HPTi); Neal, Tamara G.; Farmer, Dennis; Taylor, Bruce R.(Engility); Allen, 

Andrew (HPTi)
  
Subject: 3-25-14 VRM IAM IPT Bi-Weekly Meeting 
 
 


Mike-. 


The following IAM document(s) were voted on and approved by the IAM IPT on 3.25.15  


Please Reply All indicating your approval.   


  CRs  to  AcS  2.0  i5  RSD   


Your  approval will serve as the IAM IPT acceptance and indicated in the published versions of the 
document(s) listed above. 


Thank you. 
1 







 


Debi Vance Skaff 
VRM  IAM  Lead  Analyst  
Office:   352.332.4527  
Cell:  571.969.9017  
debra.vance@va.gov  
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