
IAM Access Services (AcS) provides enterprise level authentication and authorization services that 

provide capabilities to automate the granting and removing of electronic permissions that simplify 

accessing VA technology systems, resources and data.   

The project addresses the following business requirements: authenticate users across the enterprise 

with internal and trusted external partners; provide trusted credentials to allow for Single Sign On (SSO); 

automate processes for recording and storing person proofing status; automate processes, rules and 

procedures for approving and granting system access; consistently enforce access to protected VA 

information assets; and follow a chain of trust for validating identities and issuing credentials to vetted 

identities based on assessed assurance levels. Business process embalmed include: enrollment 

(including Self Service) and access management to Veterans and their families and automation of the 

processes to grant and remove logical access   

IAM Access Services will ensure that persons of interest to the VA have access to the right information at 

the right time. This effort strategically supports the following major initiatives: Veteran Lifetime 

Electronic Record (VLER) Core, Veterans Relations Management (VRM), integrated Electronic Health 

Record (iEHR), Veterans Benefit Management System (VBMS), Enhance Veteran Experience and Access 

to Health Care, and many others where interoperability with internal and external partners is enhanced, 

improved and enabled.   


